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SPOOKCENTRE: ESPIONAGE HEADQUARTERS 


The establishment of a regional headquarters may, 
at times, be necessary for the full and complete 
evaluation of information. In operations in a war 
theatre for example, it may often be necessary to 
begin collection of essential elements of 
information concerning noteworthy individuals in 
the area. Individuals who, when viewed against the 
backdrop of national events, may not be worthwhile 
for inclusion in a national file are often vital on 
the local front. 


Files may also be about things, as well as people. 
If, for example, there 1S a major enemy office or 
communications center in the area, it is well to 

have the specific information concerning the site. 


Topography may also be slated for special 
attention. Sites with special applications exist in 
every area. For example, the only firm field in an 
area which can serve as a park for tanks and heavy 
equipment, the only flat bit of ground capable of 
conversion into a landing field, the major supply 
for fresh water for an area or city--all have 
Special value. 


The advantages of these operational goals are 
obvious: Individuals may be of very great 
importance in an area. Lock operators, 
hydroelectric personnel, political zealots, persons 
who may have enough knowledge to hamper or 
interdict intelligence operations, persons who have 
influence on either side, and many others may be 
catalogued for future reference. Locations or 


installations which have particular importance in 
regard to or about local activities may be Looked 
at: The major command center for traffic Lights is 
one, radio stations and antenna arrays are another, 
along with telephone exchanges, arsenals the enemy 
has under his control, secret police offices or 
filing centers, and many more. Topographic items 
are often useful, for a reading of a map will never 
teLl about the real conditions. A place that looks 
ideal for aeroplane Landings may be interdicted by 
a string of high tension wires; this can be reduced 
in importance. Another item is an otherwise perfect 
tank park; it may have springs or clogged drains 
which make it too soggy for men, let alone tanks. A 
watering point may not have any major importance 
unless the enemy has a yen to bring in more 
personnel; knowing where it is, how it is 
controlled and how it might be dealt with is 
useful. 


Filing away information is only one part of the 
job, but still-a very important part. It will be 
discussed in detail, and then other matters will be 
gone into. While it will not be possible to 
replicate the massive files of the National 
Security Agency or the Central Intelligence Agency 
on a regional basis, this can be assisted by 
breaking up the field sections so that each area 
has a smaller file, more intimately in tune with 
the area, and with a better network. Notes on 
individuals, installations and places are forwarded 
to the regional headquarters on a regular basis, 
filed away in less detail, and these passed on to 
"state" or "Seminational" headquarters. The latter 
group condenses the remarks, notes any major 


activities, and files the useful bits away. 
Abstracts of this material go on to National 
Headquarters, if necessary. 


There are two thoughts about the national 
headquarters: one is that it is not vital, that the 
regional units can plan policy among themselves and 
the districts or departments will be semi- 
independent units, responsible for local acts and 
policy. The national center simply acts as an 
advisor, and retains the minimum files. 


The other is the "federalist" system, with vie rest 
of the operations subordinate to the national 
headquarters, which controls all actions and issues 
policy guides along with specific requests. The 
main files are retained by the national 
headquarters. 


Both have good and bad points to be considered. The 
"confederation" or "constitutional" plan does a 
better job Locally because it does not have to be 
hampered by the scattering and isolating effect of 
the national system, and can respond to Local needs 
and matters with Lightning speed. 


It may lack the ability to see the larger 
implications of things such as troop movements, a 
change in official commands, and it will "waste" 
some paper by duplication of efforts and filing. 


The federalist system can see the overall 
implications that are vital when the enemy has the 
tide going against him, and is more objective, 
Knowing the degrees of involvement and difficulty 


in all sections. It Lacks speed to directly control 
activities, and is Like the Soviet farm situation: 
by the time the committee decides that a harvest is 
ready, the crops may be too far gone. It lacks the 
spontaneous response needed to take advantage of 
changes and chances which present themselves right 
then. It is "cleaner" but lacks duplications which 
make up for losses. 


The better system is a method modeling after a 
father-son relationship. The father is there to 
Support, assist and guide the son, but believes 
rightly that the only way for the youngster to grow 
up 1s to keep hands off until he is asked to step 
in, meanwhile keeping an eye open to events so that 
the son cannot get in serious trouble and not have 
any help. It may be compared to the pure conception 
of the United States government; with a fatherly, 
interested, but lLight-handed national Leadership 
watching with interest as all the states go about 
their business and grow, but not involving Uncle 
Sam until the states ask for it. 


Broken down into something more useful, 
"Grandfather" represents the national headquarters, 
who watches over all and provides fatherly advice 
to all. "Father" is the regional regional 
headquarters, who manages to behave as a son to the 
national headquarters and a father to the state 
headquarters. "Son" is the Level of state 
headquarters, who takes suggestions from 
"Grandfather" and "Father" both, and behaves as a 
father to the local headquarters. "Grandson" is the 
Local branch, the most in touch with the peoples 
and local events and the one responsible for the 


major operations of either active or passive 
natures. "Grandson" has nothing else below that 
Level but the individual operatives, the people, 
and the enemy personnel in the area, and is 
responsible to "Son," "Father" and "Grandfather" 
all at once. Promotion for good work should be up 
this line of communication, if possible. 


There is only one "Grandfather," but he may have 
many "fathers" under him so that the national area 
is covered. The “fathers” themselves may have many 
"sons," but be responsible to the paternal 
"Grandfather." The "sons" are in charge of Local 
(state or district area) operations down to the 
Local units and have the biggest say in such 
affairs while taking suggestions from above and 
following national policy. The "grandsons" have 
either the least influence or the most, depending 
on views. They are responsible for gathering all 
intelligence for the rest, take part in all the 
actions directly, and have the most freedom because 
they know the situation intimately. They are below 
the rest, and have several specific guidelines to 
follow: type of intelligence needed for the overall 
view, types of intelligence needed for regional and 
state planning, and observation of individuals of 
importance to all above planning. 


In times of severe enemy repression, the "grandson" 
units are acting almost completely on their own and 
must be familiar with delegated authority and 
taking charge. They actually have the most freedom 
of action and movement, for they have no Long Lines 
of communication to follow or attend to and are 
Less visible than the rest. They also have the 
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greatest risks, because they are where the enemy 
with the most interest in catching them can get 
them, if he is swift and they are slow. There are a 
number of security precautions which all levels of 
command must follow, and these will be discussed 
here. It 1S imperative that no individual or group 
ever violate or fail to observe these: 


PRINCIPLES OF PERSONAL & PROFESSIONAL PRESERVATION 


I. The Principle of Command: ALL must adhere to 
this policy. It states, simply, that no agent or 


operative may know the exact identity, residence or 
habits of any other. Except for the masters, who 
may know everyone in the group and how to get in 
touch with them as a matter of vital need, this 
must be adhered to. 


II. The Principle of Cellular Construction: Agents 
operating in an area must work in ceLls, or groups. 


The cell is the Lowest level of organization and 
the largest one at the same time, for it is the 
sole pattern for any work. A ceLl may consist of 
any number of operatives who are capable of working 
together on an assignment: A sniping cell may have 
only the sniper, his security man, and spotter, 
ranging from two to three individuals. A cell 
formed for entry and evaluation of enemy offices 
may consist of a locks specialist, a safes 
Specialist, a document evaluator, a master 
searcher, the flaps and seals agent(s), photography 
personnel for duplication of vital material, and 
from one to a dozen security personnel. A 
noncritical unit Like security may be pooled ina 
series of cells of from five to twenty. A lLone-wolf 
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agent 1s himself responsible to only his superior, 
and forms his own cell. 


A propaganda cell may consist of several others, or 
be composed on the whole of the writers, with the 
stencil-cutters, printers, editors and the rest 
separate. Each cell has one man who knows them all 
and can alert them all, but he--and the rest--are 
Known to the others only by "noms de guerre" or 
"war names;" ones chosen for identification to each 
other. The primary rule is that it is the worst 
breach of security to attempt to Learn the true 
identity of another agent. 


III. The Principle of Communication: Each agent 
must be able to get in touch with someone in the 


event that he is being followed or suspects that he 
is known. This may be accomplished by indirect 
methods, such as making a chalkmark on a wall every 
third day or every week, while having a specific 
wall to mark on if he thinks that he is being 
observed. Other than that, each agent in a chain of 
command may only know the next man below him with 
any degree of intimacy. This allows orders to go 
down the chain, but not infiltration up. Each 
Subordinate must accept that his superior will 
never be able to identify himself to the agent, and 
realize that this is for the protection of the 
cause, the apparat, and the goal. Danger areas are 
at the bottom-most rungs of the Ladder of command, 
and must be covered, although all individuals must 
cover themselves. The need for making the marks on 
the walls allows the superiors--or a special cell 
of observers--to know if a date was missed or an 
alert made. If the observer cell manages to 
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infiltrate personnel into areas around sites or 
where they will be able to see the active agents at 
various times, security will be greatly improved. 
The observers are attached to the "security cell" 
and have the role of reporting only. If there is 
any cause for alarm, the observers will wander out 
on Legitimate business and leave a sign of this 
with someone—a shopkeeper, in a book ina library, 
Or another mark on a wall--so that the security 
cell will be able to get to the cell leader and 
have bam alert his men to scatter. This utilizes 
the people who would like to help, or who have 
proper leanings, but are unable to engage in active 
work within the apparat. They are the safest of 
all, for they are totally passive, and have nothing 
to incriminate them. 


IV. The Principle of Constant Inspection: 
Inspection of security and personnel matters must 


be constant. Individuals change--witness all the 
embezzlement cases--and trust must be constantly 
proven. Places and areas change, and must be 
observed so that it 1s possible to get the full 
benefit of day-to-day actions. The easiest people 
to subvert are those who have passed inspection 
several times while really showing a slowly 
deteriorating zeal for the cause or result. People 
and organizations which are not inspected 
continually leave gaps or begin to get careless, 
bringing on a situation which an alert 
inteLligence/counterintelLligence unit may exploit. 
Inspection keeps people on their toes, and prevents 
a serious compromise from developing. Prisons have 
vast numbers of guards, and still the prisoners 
make escapes. This is the best example of a very 
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active situation in which inspection is secure, and 
the precautions are still being nullified by alert 
people. Reversed, intelligence units or operations 
are prisons of data which the enemy tries to break 
into. Either the unit disappears or the walls and 
visible signs are toughened. Changes in people, 
places, things, systems and measures must be 
constantly observed. 


V. The Principle of Constant Change: Security 
measures must be changed, and cells must be allowed 


to split apart, so that the enemy is presented with 
the least accessible target. Anything that stays in 
one place long enough will be liquidated, 
neutralized or avoided; the point of this security 
precaution is to change as often as practical in 
order to alter the configuration of the apparat. 
Security is attending or walking alongside the 
cellular construction, and the cells must be 
allowed to expand as often as the agents are 
capably trained and ready to split off. Say there 
are five men in a cell in an industrial plant. Each 
may be in a different department: shipping, 
associating with teamsters and haulers, with the 
drafting staff, and involved in the typing and 
production staffs. 


After each is thoroughly briefed and able to go 
forth, each is requested to pick out the four best 
prospects in: the special areas in which they work, 
and begin a series of new cells. Every person who 
is open enough and alert enough will detect several 
others who are alike in feeling or who have a score 
to settle with the enemy, and will be able to use 
friendship to manipulate conversations around until 
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the agents can evaluate the others. The four best 
prospects are selected by each agent. 


The industrial section may be expanding along the 
production Lines, perfect for conversion into 
sabotage or slowdown roles. The drafting cell may 
expand into a sabotage cell--with errors creeping 
in--or it may work on the associations between 
drafting professionals and turn into an espionage 
cell. The typing cells will have the opportunity to 
make extra copies or orders, Letters and the like 
to go to intelligence—knowing the 5,000 cases of 
felt winter boots are being ordered for the First 
Tank Army will assist greatly. Shipping is an ideal 
sabotage role, but may be converted into 
intelligence, harassment and others for different 
roles. Teamsters and haulers are perfect for 
starting a new courier route, gathering 
intelligence about outside conditions, and giving 
road-travel reports. The enemy may know about --or 
suspect-- the original cell of five, but before 
plant security can do anything serious, it will 
have infiltrated four other indigenous departments 
and subverted a fifth area. Each of these members 
will split off into other cells and make more 
unified sabotage, espionage and other units. With 
the diverse nature, and no cells actually in 
contact, the role of enemy security will change 
from preventing the foundation to controlling the 
effects. No individual draws attention to himself 
by movement, but the cell expands and separates too 
many times for effective capture. With the 
customary lines of communication, penetration or 
elimination would be terribly difficult. 
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VI. The Principle of Defense by Invisibility: ALL 
activity is at the Lowest level of operation: the 
agents actually at work. Those who are in control 
are Less visible because they are less active. By 
calling for each cell to split off as soon as 
possible, the enemy is presented with X passive 
spymasters instead of X active spies, while at the 
same time there are XX new active spies to hunt 
down and isolate. Before this can be accomplished 
the XX group becomes less active by suddenly 
becoming "invisible" spymasters, while XXX new 
Spies start to work. The point of no return comes 
when there are too many agents to work through the 
Single chief spy without the volume of data being 
obvious. This is altered by changing the direction 
of the flow to drops, outside relay points and 
places where it can be picked up piecemeal. 


Compare the transmission of data to the need to get 
a bucket of water out a window: If it is frozen -- 
all the data is together-- anyone handy can see it 
Leave and the sight is visible for a great 
distance. If it is melted and tossed out by the 
glassful, the visibility is less but it is still 
apparent. If it is pumped through a sprayer, the 
fine mist resulting will not be visible very far 
away--like having the data brought out in small 
Lots or individual documents. However, if it is 
boiled up and the steam blown out with a fan, it is 
invisible, Like data gathered, stored in the mind, 
and passed out that way, being written in briefs 
Later. If the spies are not visible--never 
pilfering notes or making second copies except when 
there is no other way--they are safe from any but 
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the most intensive investigation. This can be 
countered by continual inspection and evaluation. 


VII. The Principle of Striving Upward: While it may 
be very easy to recruit, subvert and convert the 


rank and file wholesale, the best intelligence 
value may be made by striving for upward mobility. 
The assistant to the director of the company is far 
more Likely to have good, timely information than 
the man who works the pneumatic press. On the other 
hand, the director's girlfriend or boyfriend, the 
driver, his charwoman, and the staff that cleans 
his office are far more Likely to have access to 
reliable scraps of information than the eighteenth 
undersecretary's typist. Proximity to the makers of 
policy, the movers of ideals and ideas, and the 
directors of action must be sought. While the man 
himself and his personal staff may be under 
constant and vigilant inspection, their associates 
and lovers may not be; there is where to work. 
Strive for the individuals who have the most 
control over the vital data sought after. 


Work on the rank and file may be limited to 
starting block cells, sabotage units, sites for 
drops and couriers, as well as recruitment of overt 
fighting units, attack sections and the like; so 
never avoid using any avenue for forwarding the 
fight against totalitarianism, but keep it in 
perspective and within the most reliable and 
fruitful means of access. 


VIII. The Principle of Deception: This must apply 
to all agents in any field; they must all be able 


to apply deception. This is simple. The agents must 
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be in the process of stealing the innermost secrets 
or doing a spot of industrial sabotage but at the 
Same time they must be able to behave as though 
they are Loyal supporters of the enemy movement, 
and really devout members of the Party of the 
Proletariat. As has been said before and will be 
Said again, there is no such thing as false or 
genuine documents, attitudes or associations; there 
are only useful and useless ones. Anything that 
will serve to keep the ideals of a free society 
alive is allowable, and anything that will deliver 
the maximum harm to the enemy while preserving the 
operative for another day's fight is allowable. If 
this means to profess to belong to the Party of the 
Proletariat and pay daytime lip service to the 
credos while applying nighttime finger service to a 
trigger, it is allowable. If this is not practical, 
the individuals must be thoroughly briefed to 
maintain their usual, normal attitudes and 
characteristics. 


They must be good at pretending, lying to the enemy 
(but not the the friendly side), and general 
deception. If they cannot keep the fact that they 
are involved in espionage or sabotage strictly to 
themselves, they will not last long; for this 
reason, the primary trait to Look for is the one of 
not spilling one's guts in gossip. Planting 
information and seeing if this comes back out will 
assist in telling if the agent to be is reliable. 
If the gossip is all anti-enemy or neutral, with 
Little anti-friendly gossip, the person may be good 
for approach. 


218% 


IX. The Principle of Obedience: This is simply that 
the agents and apparats must be willing to obey the 


orders from their superiors. Information which is 
classified in any manner must never be discussed. 
Information about operations past, present and 
future must never be discussed except for cases in 
which the individual is involved. The entire 
apparat must observe the need-to-know principle, 
and refrain from asking about, seeking, or 
otherwise involving himself in matters about which 
he is not required to know for his job. 


This progresses upward: The active field agents are 
given instructions, have the matter explained to 
them within the restrictions of security and need 
to know, and go to work. Their superiors need to 
know all the actions being conducted below them, 
but are involved in only the planning which is 
vital for their own operations. NOTE: If there is a 
concurrent operation in the area, they must be told 
of it--but not given enough details to allow it to 
be compromised from a leak-- so that anything 
happening will be identified and understood. Agents 
working in the same area may or may not be so 
informed, but they should not be given specific 
information that would allow the mission to be 
compromised. No agents involved in any capacity 
whatsoever may depart from the norm and do or say 
anything which could bring down the least bit of 
enemy interest. 


A Nazi Abwehr agent once wrote a crisp Letter to an 
American Army officer, severely taking him to task 
for the officer's anti-Nazi views, and actually 

gave his true name and address. This sort of thing 


-19- 


must never happen, and agents should try to content 
themselves with their feelings of serving a vital, 
Liberty-oriented cause that is doing good. 
Transmuting these feelings must be accomplished, if 
the agent and all his friends and associates are to 
have victory. The violation of the principle of 
obedience will hurt the agent, as well as any of 
the apparat even remotely connected to him. 


X. The Principle of Classification: All information 
which is of value to the enemy must be classified 


according to specific requirements and not deviated 
from. Names, addresses and occupations of personnel 
must be given the "TOP SECRET" classification, and 
dealt with in code. Immediate or Long-term plans or 
operations must be accorded the designation of 
"SECRET" and not transcribed except in a secure 
code. Objectives must not be classified Lower than 
"SECRET" although the most general --getting the 
rascals out-- is not classified. Intermediate 
functions of the intelligence network, such as 
specific areas in which operations exist, but where 
there 1s not enough data to allow pinpointing, may 
be designated as "CONFIDENTIAL." Other data 
accorded this clearance would be intelligence files 
on persons not connected with or to the network, 
enemy personnel, and enemy-leaning individuals. 


Recruitment plans, procedures and the like must be 
designated as either the latter, or as "CLASSIFIED" 
or "RESTRICTED,” which means that they are not 
subject to public broadcast or general discussion. 
Literature meant for public consumption, or which 
is designed to be given to the enemy to lead him 
astray, may be termed as "UNCLASSIFIED," although 
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it may be given a higher mark to allow the enemy to 
attach more importance to it. Bear in mind the 
restrictions of codes and ciphers, and make certain 
that he does not discount it because he is able to 
read it with Little or no trouble. "NONCLASSIFIED" 
concerns all the information which is not related 
to the above; meaning public literature or material 
not related to or associated with the intelligence 
operation. 


Ten principles: command, cellular construction, 
communication, constant inspection, constant 
change, defense by invisibility, striving upward, 
deception, obedience, and classification constitute 
the elemental methods for operating a viable 
intelligence network. 


To these, add the principle of timeliness: 
information, no matter how vital at the moment of 


interception, is valueless unless it gets to the 
people who can best use at while it can still be 
utilized. The felt winter boots mentioned earlier 
are used for severe arctic winters, and the need 
for them by the tank army Located in a temperate 
zone would immediately indicate a pending arctic 
winter campaign. This is perfect information if it 
is first received in June and the message goes out 
in July, but it is valueless if it never arrives 
until the following March, after the winter 
Campaign. A unit may operate completely unknown to 
the enemy, but unless it manages to supply timely, 
accurate information that can be applied at once 
the unit may as well get drums and a tuba and work 
in public like the Salvation Army, for all the good 
it does. 
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The factors of security and speed are usually 
trade-off items: the more security is attached, the 
less speed results. The greater the speed, the less 
security results. Compare this to a vehicle with an 
external exhaust system. With a huge muffler that 
is as long as a coffin, it may be nearly silent, 
but the back-pressures caused by this much 
restriction will slow it down greatly and may even 
stop it. When tooling up for speed, the exhaust 
system is given smaller muffling devices and may 
even be a straight pipe with no restrictions. 
However, as the Lack of restrictions to the flow 
progress, the amount of noise increases to the 
point where it may be the fastest thing around, but 
also the loudest. Security is thus discarded for 
speed. 


The end alternatives are to increase the 
operational power so that a Large "muffler" 
(security screen) can be attached and it will still 
work, trade off and have some Loss of security for 
better speed, but not so much that the apparat or 
vehicle is arrested before it goes too far; or 
design the apparat or vehicle for all-out speed and 
alert everyone that something is up, but try to 
outrace the ones who would want to arrest the 
noisemaker. 


The first alternative is good--it is the Lincoln, 
Mercedes and RoLLs Royce version of the operation, 
but requires a large amount of expense to achieve 
and keep running. 
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Next is the middle-of-the-road alternative which 
represents the Ford, Chevrolet and Volkswagon 
approach. It requires only a modest outlay and 
careful handling to maintain. 


The third is the hot rod approach, and corresponds 
to childish racing, the IRA and other Loud, 
juvenile approaches. It seldom lasts very Long or 
does much good, as it costs too much to assemble, 
and damages civilian goodwill by roaring around 
Like a Lunatic, while being captured in the end. 


Information may be classified according to the 
Speed it is to be given as well as to its 
importance. Data concerning the precise details of 
a submarine pen which is going to be built 
constitutes slow-progression material; the sub pens 
are still going to be there, and it will take 
enough time to construct them that the site will be 
nearly done by the time the information arrives. 
Slow progression is safer, and usually more secure. 


Any data concerning the conversion of a plant to 
make aero engines can stand as medium-progression 
information; the information will be able to move 
at a moderate pace and not arrive until it is 
nearly needed. Converting a different type of 
engine to aero use tends to take some time, but not 
nearly as much as the construction of a submarine 
pen or the Like. If it progresses with any speed it 
may be compromised, but the difficulty is offset by 
the vital need for the data. 


Specific intelligence concerning a pending troop 
movement is a high-speed-transmission fact; 
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headquarters must be notified of the move very soon 
so that it can be ready to alert other agents along 
the Line of travel to watch, sabotage or attack 
while the unit is still grouped and not clearly 
able to defend itself. Transmission may be by 
radio, which is a high-risk operation, but this is 
balanced by the need to get the data to 
headquarters very quickly. 


If news is vital, speed as in transmission speed a 
the most important factor. Security and 
Classification may be discarded, at times, for the 
need to get the information out and in the hands of 
the people who are able to do something about it. 


Aside from these considerations, effective unit 
security must rely on effective systems, effective 
actions, and effective supervision. 


Effective Systems: ALl personnel in the apparat 
must know all the elemental portions of the 
security system by which they and their friends can 
stay out of the loop in the end of the rope. If it 
is not possible to keep up their enthusiasm, 
perhaps it will be possible to remind them of the 
fates of those captured, and make self-preservation 
take over. The human drive for self-preservation 
will be the best force if patriotism or the goal 
begin to lag. 


Effective Actions: Having the best system in the 
world means nothing if the individuals involved 
will not take action. Everyone must know how to 
implement these actions, and be made to observe 
security systems. The designated Security unit may 
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be given the power to reprimand, fine or demote 
persons who fail to observe proper security. Firm 
but fair enforcement of security precautions puts 
the entire Operation into perspective and makes it 
run more smoothly. Security 1S a permanent 
assignment, running twenty-four hours a day. 


Effective Supervision: This means that the security 
section must keep on the job along with everyone 
else. Security must be run with an eye to the 
possibility that anyone and everyone is a potential 
risk or Leak. Paranoids may not have many friends, 
but they are seldom surprised. Backing up the 
Supervision must be a chief who is sensitive to the 
feelings of the agents or employees, and who is 
able to detect any changed actions or attitudes 
that may betray a change in Sides or wavering. 
Exercise of a paternal hand on the shoulder may 
save far more potential risks from becoming reality 
than any mailed fist shaken in one's face. 


THE THREE FACES OF INTELLIGENCE WORK 


ESPIONAGE: This is the overt side of things, 
meaning the placing or recruiting of agents within 
the enemy's sphere of influence for various 
purposes. It may be for observing correspondence, 
learning plans, stealing war materiel, misdirecting 
the enemy's plans, or sabotage of the physical or 
psychological sorts. This may be found detailed in 
other sections of "The Black Bag Owner's Manual" 
and is the main thrust of the field agents, with 
due direction and assistance by headquarters. 
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OBSERVATION: This concerns surveillance of persons, 
mails, communications and missions. It may be 
engaged in by a specially trained branch or unit, 
although it 1s usually the case that each agent 
will be able to do some of this himself, if not 
perfectly. Details are found in other sections of 
"The Black Bag Owner's Manual" concerning these 
steps. 


RESEARCH AND ANALYSIS: This is the sole role, in 
many cases, of the intelligence headquarters. This 
means to take reports from the field agents, 
condense them with other reports of a similar 
nature, and produce a progress report. It also 
means to maintain an up-to-date map of the 
deployment of the enemy forces in one's area, and 
report each and every change in location. Further, 
it means to catalogue the individuals who may be 
able to help or hinder the apparat Later on. Data 
regarding production capability, speed, 
reliability, and quality of goods, along with 
degree of war material production, is also useful. 
Crop data will be beneficial to guerrillas and 
dupes headquarters units, as it will be possible to 
plan and project actions based on the amount of 
available foodstuffs. Public, civilian morale is 
also beneficial. Reaction to propaganda is vital. 
Long-term likes and dislikes of people within the 
area of operations is necessary to avoid turning 
them away. 


Research and Analysis operations include every area 
of life within the section being studied: public 
Opinions and whisperings; official and unofficial 
press releases; non-printed news media remarks; 
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trade and professional journals pursuant to the 
matter; official documents taking a policy and 
planning Line; captured documents' remarks; the 
remarks overheard from the enemy; information 
provided by agents; information derived from 
estimates based on other matters and anything else 
which is applicable. 


Concentration on people within the area of 
operations may not be as heavy in the cases of 
individuals who have already established their 
alliance to the enemy or against him -although in 
the latter case, one must wonder why he is still 
free if he is really opposed to the enemy. 


The goals and objectives should be to get 
guidelines to the attitudes, potential routes of 
action, and commitments of those who have not been 
quite as blunt and honest about alliances. 
Determining which people are more probably going to 
Support one side or the other when the going gets 
tough will assist in selecting which to be placed 
on the potential-enemy List, and which to be placed 
on the potential-friend lists. Those whom the 
evaluations suggest will be neutral are not as much 
of a threat to either side, but still should be 
observed. 


Determinations should include estimates on the 
following traits: Cowardice --ready to spy for the 
enemy out of fear of harm. Greed--the desire for 
the thirty pieces of silver or being on the then- 
winning side. Depravity--the desire to be in with 
the enemy because this allows a chance to act out 
desires and hopes. Profiteering--the desire to be 
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able to make a small fortune by being the only 
store or individual to operate as the enemy- 
approved one. Degeneracy--a moral or physical 
condition, requiring gratification of unusual 
desires. Delusions--bumbLlers or frauds who join the 
enemy because they can fulfill their dreams of 
power and influence that cannot otherwise be 
achieved. Lawlessness--individuals who seek to join 
the secret police so that they can have an excuse 
for their depraved actions. Thrill-Seekers--those 
who join with the enemy so that they can get 
excitment by being in charge and able to have their 
way with the population. Political zealots--those 
who support the enemy cause and comprise the actual 
or accidental fifth column. Idealistic dreamers- - 
those who cannot see past the enemy propaganda and 
are seduced into support of this cause directly or 
indirectly. Political infants--the ones who support 
any nonviolent, noncontroversial, non-conflictual 
cause which will put them on the enemy's side by 
their urgings of the people to do nothing or 
Support the enemy cause. Pseudointellectuals--those 
who have very little depth but a great deal of 
brook-like babble, who support the enemy movement 
Or a non-interventionist stand as being "the 
natural way of the universe" or "the only logical 
alternative" and like humbug. Opportunists--those 
who are personally neutral, but who will bend any 
way the wind blows and climb on any successful 
bandwagon. Appeasementites--the Prime Minister 
Chamber Lain types who feel that the totalitarians 
can be dealt with by appeasing their desires, and 
who do not see that the more one feeds a cancer the 
more it grows. Haters--those who are consumed with 
hate for some real or alleged wrong and who go to 
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the enemy so as to punish or get revenge on those 
whom they hate. Apologists--for obvious reasons. 


Groups especially deserving observation include 
persons in: Unions, especially the upper Levels or 
as foremen. Political Parties, at the level which 
will result. in their views being listened to. 
Educational institutions, where they can corrupt 
the minds of the youth sooner than the enemy would 
by overt action, and where status gives them 
authority to espouse views and be believed or 
Listened to. 


Writers and Authors, who may put the enemy 
doctrines into palatable forms or construct 
reasonable arguments for their actions. Broadcast 
commentators, those on the local scene who either 
propagandize, apologize for, or otherwise favor the 
enemy stand. Local Opinion-formers, consisting of 
those who will support the actions which will be 
counterproductive for friendly goals of self 
determination. Youth Group Leaders, those who can 
influence the children into supporting the enemy 
cause. There may be Local variations on this theme 
from nation to nation and area to area, but these 
will Suffice for the present. Include any 
Organization Leader who would be a threat, 

obvious Ly. 


DESIGN & PROCEDURE FOR CATALOGUE-FORMATION OF 
PERSONAL PROFILES 


The system may be run as one or two separate files, 


depending upon the nature of the apparat. The basic 
system is to create a file of five by eight inch 
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cards uSing any convenient system--conventional 
card-file, improvised shelving or drawers, or 
shoeboxes. The box is indexed according to the 
alphabet. A separate master list is also prepared 
for use, such as a ring-binder, for checking to see 
if the individual has been catalogued and filed 
before. 


If the area is very heavily populated, it may be 
possible to set up files on professions and 
progress accordingly. On the other hand, supporters 
may be filed separately from the opponents, 
although this is asking for this group to be 
eliminated to a man if the Local headquarters are 
discovered by the enemy. None of these files are 
encoded, for it would be too hard to refer to them 
quickly if that was the case. 


After the establishment of the file, all reports 
are observed and all news media are carefully 
watched, and every public entry concerning the 
individuals are filed away by additions to the 
cards. This is not the full text of the article, 
unless other matters are being attended to along 
with this, but only the brief discussions. 


After the first entry, the individual's name is 
placed in the master file. After the second, a 
colored mark or bit of tape may be affixed to the 
card. The third, and another, different, color is 
applied. Another entry, and the name is removed to 
a second book being kept for the outspoken. After 
that, a file may be started on that individual, 
particularly. 
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Before we get ahead of the matter, consider that a 
press clipping has been forwarded to the area 
headquarters "grandson" by a field agent or 
Clipper. In this, Mack D. Anorak, Professor at 
Edward Bowie College, had spoken at a Luncheon 
highly in favor of socialized medicine, and ended 
the discussion by saying, "That is only the 
beginning, though." Had this not happened in a free 
state, the remarks would be rather like the bank 
vault alarm bell going off. So, Anorak is entered 
into the file with appropriate remarks, and 
mentioned in the master book, too. 


The master book reference might be comparable to 
this: 


Anorak, Mack D., Professor E. Bowie CoLLl. Socialism 
Speech 8/12/77 


Indexed on the card, though, it might be rather 
more detailed, like this: 


Anorak, Mack D., Professor Elyseum, Texas 8/12/7 
CONFIDENTIAL 


PERSONAL: Prof. English, Edwd. Bowie CoLl., Elyseum, TX. 
Eight yrs. expr. in work; bn. 18 July 1932, Montvale, -N.J. 


RECORDED REMARKS: 8/13/77 made speech for soc. med. spoke 
that soc. med. was only the beginning. Reported to have 
contact w/Weather Underground. 

FURTHER REMARKS: 
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The master book would not be attended to any more 
unless there are pages to spare and each page 
contains one heading. The purpose of the Anorak 
reference is to indicate the first entry, who and 
what he is, and when he spoke first. 


We will assume the agent, who was working the 
Campus of Edward Bowie College had heard about 
Professor Anorak, or after the speech asked some 
questions, and came up with the Supposed tie with 
the Weather Underground. As it was not proven, it 
was catalogued as "Reported;" had the agent been 
able to prove this to within a legal question of a 
doubt adequate to a police officer, it would have 
been inserted as "Connected to Weather Undgd.," and 
the connection would have been adequate for further 
work in an active capacity. As it stands now, 
though, the professor will simply be placed ona 
"watch List" supplied to the report-clippers and 
field agents in that area. There is plenty of room 
on the card for further information from field 
agents pursuant to Professor Anorak, both in his 
personal and public statements Life. Once the card 
is filled, it may be paper-clipped to another card. 
The "watch list" is simply the "watch for comments 
by List," which brings him to the attention of the 
groups. 


This state of affairs means very little. Talk is 
cheap and not indicative of anything but an 
attitude that bears observation. The point at which 
matters get interesting is when Professor Anorak 
starts doing something; or perhaps, starts becoming 
a propagandist first and a professor second. 
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Should that happen, there is need for some detailed 
work on the professor, and this may take either of 
two avenues: placement of an agent in the general 
proximity of Anorak, or recruitment of one in 
place, at the campus. The latter avenue is better. 
Attached is a revision of an official recruited- 
agent document provided by the US government. This 
may stand as the instructions to the agent-in- 
place. 
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CONFIDENTIAL 
INSTRUCTIONS TO OPERATIVES 


1. Mail weekly report to this address every Monday 
or Tuesday. 


2. In first or second report send a picture and 
brief history of the subject, stating where born, 
schools, work prior to present employment, military 
or government service. 


3. You are looking for: espionage, sabotage, and 
propaganda against our United States. 


4. You are not a tale bearer--I am not interested 
in who was drunk or gambling or playing around 
UNLESS the subjects are in security empLoyments 
where such actions offer blackmail potentials for 
Subversive agents. Any evidence of such excesses 
will be rechanneled through federal offices. 


5. Be a good fellow but DON'T TALK TOO MUCH! 


6. Never make oral reports except in the greatest 
emergency. 


7. Write weekly reports as you would normally write 
letters, using small Letters for proper names. If 
possible, utilize two envelopes with both being 
taped to preclude tampering, with opaque insert to 
guard against illumination reading. 


CONFIDENTIAL 


- 34 - 


CONFIDENTIAL 


8. Never use government issue envelopes or make 
address out to the true name of this apparat. Use 
cover addresses at all times. 


9. Destroy all written instructions immediately 
after memorization. Do not destroy this paper, for 
further issue is forbidden. Conceal in safe place. 


10. Beware of the man who is too smart for his job 
or too skilled for his rank or grade of employment. 
Beware also of men who do not desire promotion even 
though it may be due them. 


11. Beware of the man who claims to be a secret 
agent and immediately file a special report with 
this office. 


12. Do not try to become a detective but go about 
your business in as normal a way as possible, 
keeping eyes and ears Open and MOUTH SHUT. 


13. Exactly what was said? By Whom? When? Where? To 
Whom? Who else was present at the time? Are these 
statements frequently made in the same Location or 
establishment? Does the area seem to be a "hangout" 
for persons of similar convictions? 


14. Does the subject write relatively more or fewer 
Letters than usual? to any particular person(s)? 
How does he send and receive mail? Do such 
communications have return addresses? Are Letters 
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or addressed envelopes simply thrown away, or are 
they specially disposed of? 


15. Who are the subject's associates? Have reports 
been filed on them as well? Are they being observed 
by other security personnel? Never cross cases, but 
Link up reports with specific surveillance topics 
and subjects. Clearly identify all subjects' 
associates in reports. 


16. Does the subject spend money freely? Where? 
With whom? On what goods, services or products? 
when? 


17. Does he spend more money than his income 
warrants? Does he always seem ready to Loan money? 
How strict is he with debtors or does he let others 
borrow more and more without repayment? In some 
cases, "loans" have been camouflaged payments for 
information. On the other hand, does the subject 
seem to be engaging In usury? 


18. Is he extremely sympathetic to others' 
complaints? Does he ever appear to turn the 
conversation to certain topics in order to provoke 
complaints or talk? Which topics does he pay more 
attention to? What does he have to say when other 
persons complain about various subjects? 


19. Does he own an expensive camera? Darkroom 
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equipment for photo-development and 
enlargement/reduction? Does he own field glasses, 
telescopes, telephoto lenses, infra-red, ultra- 
violet or image-intensifier devices? If so, what 
does he do with such equipment? Where? When? with 
whom? What does he have to say about such doings? 


20. Does he take frequent or regular trips? Where? 
How? With whom? For what length of time? Are the 
trips regular? What other information is there 
about such trips? 


21. Does he make or receive many telephone calls? 
What kind? From whom and where? Does he ever go out 
immediately after taking a call? Do you know if he 
gets many "wrong numbers"? How about calls from pay 
telephones; does he make or receive many? 


22. Does the subject exhibit undue interest in any 
particular military, industrial or governmental 
matter(s) which would not normally concern a 
Civilian or one who is not concerned with that 
aspect of business? 


23. What does he read? Does he possess books or 
printed matter of a foreign, communistic, 
pacifistic or similar nature and origin? Does he 
seem to hide books and certain Literature? Does the 
subject ever refer to items which appeared in such 
books, magazines or printed matter as though it was 
the final argument? 
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24. What does he observe in television and movies? 
Which programs, movies, types of programs or movies 
does he prefer? Does he ever speak about them in 
any manner? Is he fond of pornographic Literature 
or films? 


25. Is he guiet or "Loud mouthed?" What are the 
subject's political, religious, ethnic and regional 
preferences and prejudices? Is the subject very 
politically- or ethnically-minded? Mention 
prominent persons in the Local or national arena 
whom the subjects Likes and dislikes. It is usually 
easier to learn dislikes or prejudices. Does the 
subject ever seem to be quoting from some account 
or doctrine? Is he a leader or a follower? Or a 
"Cheer - Leader"type? 


26. What does he say about his past? Where has the 
subject Lived, gone to school and worked? If 
possible, gradually get full educational and 
employment record. Has the subject ever seemed to 
contradict himself about facts? More importantly, 
if the subject has very Little to say about his 
past, try to learn why. If there is no information 
available to anyone, at any time, attempt to secure 
samples of the subject's fingerprints for 
submission to the FBI through this Office. Report 
fully, using words as close to those used by the 
subject as possible; word choices and phrasing are 
important for construction of a personality profile 
index. 
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27. Remember that you have no power of arrest and 
that you are a source of information as well as a 
preliminary investigator only upon which proper 
authority can act. At no time appear to be a 
"detective," "secret agent" or an overly curious or 
nosy person. Such actions will cause the subject to 
avoid your company or watch what he says about you, 
being wary. The longer and more gently you extract 
information from the subject, the more probable it 
is to be the truth. Attempt to prompt 
conversation--a man who talks about himself will 
say more than when he is questioned. Never follow 
the subject about, unless you manage to become a 
close friend or are invited on jaunts. You will be 
more useful to your country if your true mission is 
never revealed, much less suspected. This office 
will strive to build a case on other testimony so 
that you will not be called as a witness to the 
subject's crimes. Your use to your country will not 
end at the capture of the enemy agent; if another 
is sent in to replace him he will not suspect you 
as much as if another employee was "planted" at the 
Same time. Your usefulness to your country 
increases the longer you are employed capacity. 
Your employer or the organization to which you were 
transferred will not be informed of your assignment 
or employment because anyone is a potential 
security risk or you would not have been called 
upon to serve. 


CONFIDENTIAL 
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28. ABOVE ALL, REMEMBER that you are a SPECIALLY 
SELECTED MAN protecting the best government and 
country on earth and success depends on SECRECY. 


END OF INSTRUCTIONS 


CONFIDENTIAL 
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The document has been updated and revised to take 
into account the technological differences in 
matters and advances of science since the Second 
World War. The assignments mentioned are better for 
someone working at the same defense plant and 
Living in the same boarding house as the subject, 
but it will also work for other operations. 


In the case of professor Mack Derby Anorak, placing 
an agent near his favorite student would assist 
matters and not be as overt or direct as trying to 
work a new one into his inner circle all at once. 
This agent would become friendly with the student 
first, and use this as a source of information 
while working on securing an introduction to the 
"inner circle;" being suggested by the professor's 
favorite will certainly work. 


The student chosen must be vouched for by someone 
in the apparat, and sincerely in favor of the 
correct cause. Recruitment must be very serious and 
formal to assist in cultivating the importance of 
the operation. None of the agents involved may ieee 
see the cultivated agent, in case he turns on the 
apparat. Communications must be sent to a "drop" 
address or to a dead-drop. Another alternative 
would be to insist that the cultivated agent 
provide the apparat with the combination to his 
college post-office box, and leave the messages in 
there for Later pickup by the second agent on the 
Campus. Double-teaming, or having the existing 
agent observe the cultivated operative as well as 
Professor Anorak, 1s feasible and must be 
conducted. Until the agent has proven himself, and 
even afterward, this is useful so that information 
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can be verified and cross-checked and the new 
operative can be watched to make certain that he is 
not doubling with an interest to pass on false or 
misleading information or "smoke." 


Surveillance of the subject is in order, and this 
will be detailed in the appropriate section. The 
point is to see what he actually does when alone as 
opposed to what he says he does. It may be 
compromising, or it may be incriminating. In either 
case, it must be inserted in the file. 


ALL this is undertaken if the professor gets overt 
or begins to go into propaganda in a big way, or if 
he insists on making such remarks for months on 
end. 


Concurrent to these operations, Learning something 
useful about the family and associates of Professor 
Anorak would be helpful. The point at this time is 
to learn if the professor is inclined to rash acts, 
to Learn why he has such ideas, and if he is 
dangerous. This is part of the campaign to 
identify, isolate and categorize his actions. 


As much as we hate to, let us assume that Professor 
Anorak is a very dangerous fellow. Not only is he 
propagandizing in such a manner, but he takes every 
chance to say something harmful. He may have some 
degree of overt contact with something dangerous. 
Unless he comes right out with a great deal of 
stuff, or associates with students whom we have 
found have revolutionary interests, he is not 
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going to be bothered. No apparat has enough time 
and manpower to observe all the fools and knaves 
around. 


Let us implicate him with a farm or summer cottage 
that --the word is-- the revolutionary groups on 
the run may use for a resting place. First, there 
is the need for an agent who is skilled in 
woodcraft, camouflage and stalking; this man will 
be detailed to the area of the cottage or farm to 
see if this is just talk or really something 
genuine. It may not be occupied then; see about 
repeat trips, bearing in mind that (if it is true) 
there may be patrols out around the site. Should it 
be occupied, a good camera and telephoto lens may 
be convenient; check the pictures of the occupants 
against those in official files. 


See about the professor's preference in students; 
bearing in mind the KGB saying: "Intelligence 
Operations are like tree planting: there is an 
initial cultivation and then one may wait years for 
full growth." 


Should the Professor befriend those generally 
assumed to be able to go far in their professions 
--useful ones only, as social workers are good only 
as other developers -- then he may have something 
in mind. Try to find another one to cultivate or 
then, insert the one or two already on campus. 


See what is said. See how the students react to the 
professor (do they stoutly defend him, like hima 
great deal, and so on) and how he seems to be 
towards them. Describe the students he befriends -- 
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he may be bisexual or semi-homosexual and prefer 
certain types. See if he picks the ones who are 
Likely to be inclined to be lead-like, easily cast 
and formed by anyone who has the fire of character 
to do so. 


When planting or cultivating agents around such an 
individual, be as careful as possible. The 
individual may be won over by Professor Anorak and 
confess to espionage, which will lead to either a 
reversal of the system--dis-information coming back 
out--or an attempt to capture the spies. Avoid 
breaking any federal laws such as using the mails, 
interstate traffic, bugging, and so on, because 
this will involve the FBI. Avoid placing the drops 
where they can be observed from any direction or 
have a spotter placed there, be observed indirectly 
by camera or bug, and the Like. Keep the cultivated 
agents in the dark as to their employers. Be very 
wary; the Professor may call in the police to prove 
he has nothing to hide or to get some official 
witnesses to the supposed government harassment. It 
is the experience of many that Communists stand on 
their constitutional rights when they do not have a 
Leg to stand on otherwise. So said J. Edgar Hoover. 


When selecting the agent-to-be, avoid any obviously 
right wing people and all who have taken a stand 
against Anorak's situation. If there are no others, 
arrange for there to be a formal, Loud split 
between the agent and his right wing connections 
and a dead run to the other camp. Or have it 
arranged that there is, or appears to be, a gradual 
Swing to the left with the agent getting closer and 
closer to the views of Professor Anorak all the 
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time. Double-teaming or even double-cultivation 
will assist in providing the maximum possible 
useful information. 


Avoid exteriors when considering the agent-to-be. 


The author has a rather nice network that cost no 

money or effort to cultivate or place... There are 
several older men and women, ranging from pillars 

of the community down to bar flies. 


There are also three operative-type individuals who 
are supplying useful information about area events 
around a campus. None cost anything in the respect 
of cultivating, paying, or operating them. This is 
Simply hobby work, with the information pandering 
to a desire to know the inner workings of things. 
Also in the association are X number of bartenders, 
Y number of police officers, and Z number of 
welfare workers. None has been asked to do anything 
illegal, improper or immoral. 


Before this gets unduly interesting, this is the 
conversion of a circle of friends into an apparat- 
Like association. Anyone who has an open mind anda 
willingness to talk to people will get reliable 
data: Friends have been cultivated in Spain, 
Holland, Italy, England, West Germany, Ireland, and 
all three Swiss language districts, Greece, and 
elsewhere. Interesting and potentially useful 
information is available rather easily! 


When checking out Professor Anorak, these are the 


things to endeavor to learn: organizational 
connections, past and present; vices of any sort; 
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family life; known friends, covert and overt; 
personal observations on life, government, order, 
politics; personal habits; mental stability; 
temperament, general alertness; foreign travels, 
official and un-official; plus the items from the 
World War II listing. 


Organizational Connections: If the individual has 
belonged to or does presently associate with the 
"Campaign to Stop Government Spying" (a pan- 
Organizational assembly of groups including the 
American Civil Liberties Union, the Commission for 
Racial Justice, United Church of Christ, Friends of 
the Earth, the publication Counterspy and many 
more; sixty in all), that should serve as a mild 
alert. The CSGS is currently supported by no less 
than three dozen individuals or groups which 
espouse demolition of the present American 
government, within a limited area of knowledge. 
Having good relations with the ACLU is nothing, for 
the ACLU does have a moderately good ideas at the 
center, but Supporting the ACLU's "Project on 
Political Surveillance" assists in activating the 
alert. 


One-quarter of the 400-odd Soviet and ComBLoc 
students attending upper division colleges in 
America have been for over ten years identified as 
genuine enemy spies. So asserts the Justice 
Department. 


Vices: May have been used as a handle to get him to 
work for the other side, or may be utilized to curb 
him without soiling one's hands by the friendly 
apparat. Vices are always interesting in 
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themselves, in that they make the individual a bit 
of a security risk. Making up "Screwdrivers" with 
denatured alcohol (195-proof grain alcohol) and 
Orange juice concentrate will be rather helpful to 
vocal Lubrications. Drugs aside from marijuana are 
also interesting to know about, and if they 
constitute a habit they may be cut off at the 
Supplier end to discredit the chap. Men or women 
not married to the individual also serve as a vice, 
and may be utilized as a tool for steering him away 
from his out-bursts. Serious gambling will also 
stand as a handy device, and it may be possible to 
locate, recruit and emplace a professional gamesman 
(gambler by the nice name) to clean out his 
account. 


Utilization of vices will be covered more 
completely under the heading of COMPROMISES in the 
Black Bag Owner's Manual, but it will serve to add 
this series of remarks: 


Depending upon the polarity and degree of 
conservatism of the employer, it is possible in 
some cases to utilize these as a vehicle to 
discredit and reduce the hindersome individual by 
getting him or her fired. Other employers will take 
a very tolerant view of the matter. When in doubt, 
see about mailing packets of data to the board of 
directors and the board of supervisors or regents 
who tend to be more hide-bound than the others. A 
breath of certain scandal will help to remove the 
individual if the scandal would tend to harm the 
business or professional reputation of the firm. 
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Family Life: Members of the subject's family may 
constitute additional agents or representatives of 
his thoughts, and may be catalogued. On the other 
hand, a serious family split may be considered as a 
curbing vehicle. If the wife/husband is a social 
Climber and cannot tolerate any implication of 
scandal, this part of the union will help to curb 
the individual. If the other party is having 
discreet little affairs all around, or might be if 
given the chance, this will help in curbing 
outbursts if photographic and audio records are 
made of a few trysts. Again, this is a vehicle more 
properly seen to in COMPROMISES. 


Pay special attention to the children, and see if 
it might be possible to recruit one for the 
household -- serious anger at the family will work 
-- or notes on foreign travel. The chance of being 
bagged in Turkey with a pre-arranged cache of drugs 
in the bag will be useful, if the children are 
antisocial Little brutes. 


Known Friends: Rather useful in itself, for the 
friends may serve as interesting little flowers to 
sniff at. Is there a Mexican servant at the house? 
If so, she/he might be one of the dozens of spies 
recruited in Mexico by the thirty-odd Soviet 
"Diplomats" there. Only about five or six are what 
they seem, and probably Less are, since Mexico 
sends only five to Moscow for diplomatic work. Look 
for some of these agents, which may number froma 
mere handful to a few hundred or perhaps a few 
thousand. The individuals may be Cubans, as weLl as 
Mexicans, although the legend will be of Mexican 
Origin. Few Anglos can tell the difference. 
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Starting a witch-hunt against immigrants and 
Hispanics is not the intent here; indeed, most are 
innocent. The ones encountered in jobs which bring 
them into contact with restricted documents, 
sensitive offices and within the area of sensitive 
bases and who sought those posts or areas must be 
considered probably guilty until proven innocent, 
though. 


Covert or overt friends are beneficial in locating 
the ones who may be good candidates for further 
attention. As a rule of thumb, the ones who have 
friends with Like ideals are probably the ones who 
are engaged in such propaganda because of misguided 
zeal. While those who have no associates of like 
nature are probably the ones who are deliberate in 
their actions. 


The ranks or grades of friends are also beneficial 
for forming a picture. If the individual seems to 
be associating with men who would have more 
information, it is likely that he or she would be 
engaged in information pumping, or social climbing. 
Anyone who concentrates on people of substance in 
business with more determination than on getting 
social status is unusual, for social status is 
often the main drive and the people contacted are 
the vehicles; a reversal from the norm. Careful 
observation will determine this, for it is oftena 
drive from within the mind, not an overt thing the 
individual knows about, and the quest for the 
status will show through. If it is the quest for 
the people, this will show through. 
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See also if the friends would include anyone from 
the diplomatic world. While Americans are often 
turned away from the image of the squat, Ursa Major 
Like Soviets, they will be enchanted by the 
debonair, cosmopolite Czech, Hungarian, Yugoslav, 
Polish, and (sometimes) East German spies in 
striped trousers. There are others who will be 
taken in by the tough, romantic-imaged Cubans, 
either as diplomats, Visitors or “tourists. " 


The majority opinion among American intelligence 
units is that the average East European businessman 
is either an active spy or has been detailed off to 
observe and report everything useful he sees, and 
all the individuals he notes are Likely candidates 
for future recruitment. Individuals in the 
business, scientific, and educational fields have 
been implicated in espionage and areliable contact 
remarks that no businessman or professional leaves 
alone without promising to spy some. If they will 
not spook about, there is a "bodyguard” assigned to 
do this, or they stay home. No one of any 
importance Leaves without this, in other words. 
Staff with cultural, historic, musical and other 
touring groups are also detailed off to do a spot 
of espionage and recruit spotting. 


Another friendship factor to consider is the "New 
Left" type. The more energetic have been recruited 
for the "10 (or Tenth) Venceremos Brigade," an 
outfit that exports people to Canada and then flies 
them to Cuba with the professed purpose of cutting 
cane and other agricultural tasks. However, very 
reliable sources have discovered that each member 
is individually photographed and interviewed about 
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background, education, employment prospects and so 
on. The more devout or worthwhile are then taken 
aside and trained in intelligence and sabotage, 
rather than wasted on sugar in the sun. Where the 
Cubans tread, Moscow follows right behind and the 
Cuban intelligence apparat is a front for the KGB. 


Relationships with reporters from East European 
papers must also be ranked among the Likely spies: 
"Barsukov, Yuri; Correspondent, Izvestia" and 
"Sisnev, Vissarion; Correspondent, Trud" are two of 
the ones who should be catalogued as agents for the 
KGB in the Washington, DC area. It has been said 
that a correspondent for an East European paper 
whose home office is behind the Iron Curtain cannot 
be sent abroad unless he agrees to spy. The same 
thing also applies, reportedly, for personnel from 
Aeroflot Airline. 


Does the individual have a warm spot in his heart 
for something like "The Seaman's Shore Leave 
Benevolent Society?" The only Soviet and East 
European sailors who get off their ships in port 
are those who can be counted on to spy, and there 
were 1400 to 1600 and probably more annually let 
Loose in the past few years. They rather Like to 
tour about, see things, get things, and then return 
to the ships. Of course, the Soviet trawlers which 
have such powerful radio sets and five to twenty 
nonfishing members of the crews are weLl-known 

as covert operatives. 


With all these, it 1s obvious that people are not 


going to walk about with tags on their backs 
"Soviet Newspaper Report" and the Like; it will be 
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necessary to find out precisely who they really 
are. Soviet "bodyguards" tend to ramble about in 
cheap suits, and others look rather foreign, but do 
not expect the getup dating from some of the old 
conceptual films, with the Lad dressed like a spy 
for the Austro-Hungarian Empire in wide-brimmed 
hat, a cloak and riding boots with pointy toes. 
That sort of guise went out with the advent of 
chain stores and inexpensive outfitters. 


Photowork will assist greatly, for the friends can 
be snapped by a surveillant and the films stored 
until each 1s matched with a name and occupation, 
and alignment. 


Personal Observations- All the personal details 
about the subject that he dropped in conversation 
or let slip while containing a few of the 120-proof 
"Screwdrivers" will assist in detailing how the 
fellow truly feels about politics and political 
movements, government here and there, and the 
meaning of life in general. Is he perfectly happy? 
Does he want more money? Is he resentful of the 
nation? Does he hold a firm grudge? (If he holds a 
grudge against people he will do so against 
government; watch for this.) Catalogue all of his 
personal observations and see if they present an 
odd or differing picture. Place more credence in 
remarks made while drunk or drugged than while he 
was alert, if there is any difference. Shake him 
down in this respect, and see how he runs--how his 
mind works and how he regards matters. 


Personal Habits: Is he careless or careful? Does he 
Lock the doors and make a thing about keeping the 
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shades down? Does he forget things and strew his 
personal belongings about? Does he tend to be 
slovenly about his dress, toilet (washing, shaving, 
and such) and effects? ALL these are vital in 
regard to how he may Leave: the door open or closed 
to a clandestine search, how he may leave documents 
out where they may be photographed, or how he may 
be dealt with if it comes to that. A majority of 
"nos" to these will assist matters; a majority of 
"yesses" will hinder them. If he has a strong 
security habit, does it center around any 
particular room of the house? Which one? Is that 
room easy or difficult to get to from outside? If 
access is possible to that room, check the 
window(s): Are they tightly nailed, screwed or 
paint-glued down? Are there scratches on the 
frame(s) and sill(s) to indicate that he may put a 
partial or full barrier there? Are the windows 
equipped with reinforced, frosted or armoured 
glass? Check the door(s): Are there extra locks 
there? what type of door is it, hollow-shell or 
solid, paneled, metal, folding, double-hung, or 
what? What are the brands of locks used on the 
door(s) and window(s)? How many locks are used? How 
recent do they seem to be? How secure is the Lock 
surface mounting? How smoothly do the locks work? 


Other habits may be apparent from this or other 
sections, although it is necessary for the 
investigating agents to sound the individual out 
about all these matters. 


Mental Stability: Does the individual fly off into 


a rage or drop into depression easily? Does he tend 
to have any sort of "complex" that would indicate 
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that he is suffering from personal views of his own 
extreme importance? Does the subject seem to have 
any curious ideas on anything? Does he have any 
manias or fears? Describe all these as they are 
presented. 


Temperament: Is the subject patient or impulsive? 
Does he have a desire for getting all the details 
down (Like the author) or does he tend to give the 
"general idea" and let the rest go? Does he seem to 
be painstaking or does he take pains to do no more 
than he has to? Is he easily provoked or very slow 
to anger? Is he a leader, follower, or cheer- leader 
type? Clues for temperament can be drawn from other 
sections, and be, in turn, supplied from the other 
questions to this one. 


General Alertness: The reason for asking this is So 
that it can be determined how well to cover him 
with surveillants. If he is not very alert or 
wanders about in his own little world, it may be 
possible to trail him with a dog and a white cane. 
If he tends to notice the environment and the 
people around, and he cannot be easily surprised, 
he is very alert (why?) and extra care plus mulLti- 
teaming him will have to be exercised. If he likes 
to commend himself as to his environmental 
awareness (can see most of what is around or behind 
him), it may be necessary to utilize some complex 
steps to work out a tail. He may just be alert, but 
he may also have studied "defensive living," and 
this may call for deeper looking. The author knows 
One doctorate holder who can tell when someone is 
behind her every time, and she does some rather 
remarkable dodging about. 
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Foreign Travels: This may be easy or difficult to 
handle, and it may be both, all at once. Anyone 
wishing to avoid any US Immigration Service stamps 
on his or her passport will invariably come in 
through the Bahamas or perhaps Canada or Mexico; 
coming in as though the party was out for a plain 
Local tour. Therefore, getting one's hands on the 
passport will not work. Other nations often put 
their own stamps on slips of paper inserted- -laid-- 
in the passports, so the removal of such slips will 
not indicate any alteration. Or any visits, either. 
The only nations who will stamp passports are those 
which have nothing to hide, which do not have a 
foggy system of policy in which only about one ina 
hundred passports is stamped, and so on. Anyone 
coming in via a tour has a seventy-five to twenty- 
five chance of not getting the passports stamped 
elsewhere. Therefore, there is very little chance 
of getting any definitive clues from the actual 
passport. It is also inclined to sit about ina 
safe-deposit box until needed, too, which removes 
it from access. 


However, aside from asking questions and rambling 
on about the places visited by the agent--who must 
have at least a passing knowledge of these areas-- 
there 1s another idea: in the case of trips and 
travels out of the country, with an overtly 
innocent reason added on, it may be possible to dig 
up a contact who will remark about the subject's 
date of arrival and at which point of entry. Assume 
this 1s so, and the apparat finds out the man will 
arrive in New York City on or about 27 July. It is 
very expensive to get a man to the departing 
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airport in a foreign country so that he can observe 
the departure of the individual. It is less 
expensive to simulate recent arrival from overseas. 
Two agents are needed for best security. One calls 
up the reservations terminals of all airlines until 
it is determined that the subject will be coming 
in. He would hardly be willing to excite attention 
by flying under another name, for his passport may 
be checked. If he does this, this is the place 
where it becomes necessary to observe the incoming 
gates from outside of passport control. If he is 
spotted by one agent, he gets to a pager or paging 
telephone and asks that "Mr. Douglas" or whomever 
be called to report to the telephone. Use a 
different name. When the other agent hears the 
name, he goes to the paging telephone and is told 
when the subject came in, where it seems that he is 
going, and so on. 


Now, preparatory to getting the individual on the 
same flight back to the operational area, the two 
of them have been busy getting reservations on 
every flight that will go to the home area directly 
Or indirectly. One does tourist class, and the 
other does first class. This will put the agent on 
the same flight as the other chap, and in the same 
compartment. This should cover all flights from the 
morning of the anticipated arrival to the evening, 
and into the next morning. For bigger cities it 
could be a problem, but if this were the case, the 
fellow would have flown home direct. 


When the other agent is told where the subject is 


going he heads off in that direction, and manages 
to get in his line or the one to either side, with 
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the same destination in mind. Behind the subject, 
though, so that his flight may be heard. If this is 
not possible, he communicates to the other agent to 
reserve and buy a ticket on the flight to be taken 
by the subject later. Effecting an introduction in 
the waiting Lounge would be the agent's concern. If 
it is a holdover until a morning departure, it 
might be arranged that both share a room, with this 
perhaps helping in the operation. 


The other chap makes certain that the agent and the 
subject are nicely settled, and moves off to report 
on the contact. He observes and covers the pair 
from a remote distance. 


Baggage would be a problem for the two, unless this 
can be cached around the airport and fetched. But 
remember to get these correct tags for at. The more 
Likely approach is a very old one: One's baggage 
has been lost or stolen or the tour has been 
discovered to be bankrupt, and the agent is left 
abroad, penniless and with no one to turn to. 
He/she went to the embassy and got a loan to get 
home, but had to surrender the passport until the 
loan is repaid. This cover is so old it has white 
whiskers, but it still works, for tourists are 
always getting in trouble and the government is 
always helping them out. This also assists in 
removing all traces of baggage and ID, so the agent 
cannot be checked out very completely. The "ID card 
I left in my trousers pocket" will serve very well, 
and could be anything at all. A Little money and 
the price of a ticket back could be all that the 
individual has on hand...or the ticket could be 
paid for in advance by the other agent, to be 
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picked up by "so and so," once the flight back to 
the regional airport is determined. Picking up the 
ticket in advance is likely, although if the 
reservations are made in advance it is a simple 
matter to claim to be the respective X, Y, or Z and 
get the reservation then and there. 


The subject and the agent get along famously, with 
the agent helping, and views of the world may be 
exchanged in the waiting area. This will tend to be 
something that will result in more information than 
any other pumping, because the individual will be 
suffering from jet lag and fatigue and not be 
Suspecting that a spy will be posing as another 
incoming tourist who happened to run into trouble. 


In truth, this was tried on the author pursuant to 
a domestic industrial espionage matter, with the 
other camp trying to pump the well dry to see how 
weLlL the business which consulted the author had 
made out. However, such matters have been run from 
either end, and the other agent got a great deal of 
chaff to play with. Caveat emptor and all that. The 
business which hired the firm of Mutt and Jeff 
deserved to be found out. 


These will stand as guidelines for information- 
gathering, and prompt some thought in the matter. 
When a subject is being considered for such an in- 
depth observation, a formal file is constructed 
concerning all the details of the individual's 
past, views, and other matters. These files will be 
stored in a cabinet, or filing box. 
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These files are also indexed in alphabetical order, 
with the individuals involved given a particular 
folder which contains the papers which have been 
written about them. It 1s also profitable to forma 
"File Envelope" in an accordion file concerning all 
those people in a specific group or area, to 

assist in handling the matters, but each subject 
will be detailed in one particular file. Only 
members of a family will be detailed in the same 
jacket, and then all the relevant names will be put 
on the tabs or front. This will assist in getting 
the most good out of the data. Where another 
individual who crosses paths with the subject has 
his or her own file, it is vital to mention this at 
the point of "crossing" and in a note on the 
outside of the jacket--"Additional notes in F #228, 
F #128, and F #250." This way, if there is any need 
for further researches, it can be accomplished 
right away. 


This may sound like a great deal of work, but it is 
not. The main effort will be to complete the files 
and get most of the earlier data catalogued. After 
this 1s completed, the documents must be refiled 
and typed out as a comprehensive brief, eliminating 
earlier errors and filling in corrections, citing 
the assorted errors. This is superior to the 
earlier efforts of the FBI, with guesses and lies 
being assembled into files and not removed when 
these items of information are proven false. This 
is all right for dealing with simple civil 
Criminals, but when engaging in collecting files 
about enemy or fellow traveler personnel, it is 
imperative for these records to contain nothing but 
the proven truth, than the suspected, than the 


259). 


alleged, and than the lies and guesses; in that 
order. A lie or guess may easily alter the entire 
profile being composed. Following is a sample of 
how an intelligence dossier should be: 
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Cashin, Fedora Penelopie, Miss (Caucasian) Burkeburnett, TX 
Revised Report****** File Number 150 


Personal: Born 26 August 1943; Ht. 5'5":; wt. 100 lbs.; eyes 
blue-green; hair 1t. brown, straight, worn short (wears 
wigs); face--prominent cheekbones, smL. straight nose, 
slightly pointed cleft chin, narrow lips (no polish or 
Lipstick usually), slightly hollow cheeks; usually not 
tanned, slightly olive skin tone; No visible scars or 
blemishes; walk is flat-footed. Born Washington, DC 


Family: Father--John Ashton Cashin, Commander, USNR, 
Deceased 11 Dec 1943. Mother--Rebeka Alice (Johnson) 
Cashin; Born 4 May 1922, Chicago, ILL. Mother embittered 
Loss husband, instilled trait, attitude to children. 
Siblings--John Richard, born 1 September 1941; drafted 
Korea, deserted whereabouts U/A. Susan Patricia, Born 27 
February 1938, married Sam Allen 1956, resides Dallas TX. 
No Information. 


Friends: Lawrence C. Villers (F #72), Elainea Ross (F #44), 
Andrew Furgeson (F #101), Peggy C. Bugress (NF), Randolph 
Zimmer (NF), Chathie Palmer (F #133), Suzanne Teller (F 
#32), Mary C. Robinson (F #149), Roberta (Bobbie) Senner (F 
#38), Unknown Caucasian Female FX221, Unknown Caucasian 
Female FX 198. 


Business: Owner/operator "Cashin Carry Book Shoppe" 1322 
South Hinkley Ave., B. Burnett--Shop is 84' x 50' cinder - 
blck structure, glass front, Yale locks. General Notes- - 
Shop distributes following papers: Daily World, Challenge, 
the Revolutionary Communist Newspaper, The Militant, The 
Guardian; also full Line of “International Publishers” 
books, incl. topics by Kwame Nkruma, et. al. BuSiness site 
also serves as meeting place, various occasions/groups--see 
other files. 


Residence: Four-room "L-shaped" house, 141 E Street, BB; 


Ilco locks, house tract-type, kitchen/laundry/back door on 
spur of L; Enter into living room f/front door, side room 
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to front of house occupant's room, cyclone fence all about 
(5! high in front, up to side of house, 10' around back). 


Assets: Owns 1975 Ford Mustang, red w/white convert, top. - 
Lic. # FPC 000; Car has rusted areas right side, bent rear 
bumper, dual racing exhausts for V-8 engine. Has total net 
worth $70,000.00 with ready cash stored in Mosler safe type 
4 in business. Money obtained death mother, with father's 
estate share coming to her after F's elder brother passed 
on w/o heirs. Believed owning three firearms--rifle, 
shotgun, pistol. Home & business owned by subject. 


Personal Life: Drives Mexico 4 times yearly, w/friends, 
w/unusual caution. Suspected not verified homosexual 
relationship w/F 44, F #133, F #32. Goes camping Arizona 3- 
5 times during summers, near Ft. Huachuca (USAIC & S site) 
where subject stimulates affairs w/personnel Ft. Hua. 
Subject also cultivates photography hobby--teLlephoto and 
pornographic. Expert shot pistol, sharpshooter rifle, 
Marksman shotgun. Visits Soviet Embassy Mexico City, 
friendly Undersecretary F/Cultural Affairs -- KGB Contact 
Man (alleged). Conducts mail-order book business, 

sends books Address, Mexico City w/o being requested to. 
Evident income exceeds volume of business. Shows undue 
interest in matters not pursuant civilian occupation. 
Evident preference Soviet ecopolitical system, known 
denouncer US affairs. 


Apparent Role: Subject apparently fellow traveler, vol. 
Operative, possibly main focal point New Left intelligence 
operations. Now known having skill micro-photography. 
Potential spotter candidates for 
recruitment/compromise/subversion owing to preference 
f/marrieds, personnel w/reason to comply. Potentially 
bisexual, acting as Swallow some operations. Known 
preference atypical sex acts. Known skill subverting 
personnel. Known skill clandestine operations. Role 
apparently high in informal network. 


Suggestions Further Actions: Increased observation, E&E 
home and business, further analysis effectiveness, 
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programming analysis f/possible neutralization of effective 
role. Last stage if none other work effective, liquidation 
commencement of hostilities. Preparation of unbiased 
evidence for military/civilian tribunal. 


FURTHER DATA FILED WITHIN CHART: CONDENSED ANALYSIS HERE. 
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That is a rough draft of how the leading page of 
the intelligence file should read. Other notes, 
condensed surveillant reports, and comparable data 
will follow the preliminary evaluation sheet(s) to 
further aid the staff in getting a brief but 
accurate analysis of the individuals in question. 
Data must be added to the evaluation sheets as it 
comes in, questionable or supposed information 
updated and verified or disproved, and the best 
effort made to keep the files in the most 
reasonably accurate state possible. Note that no 
details about the surveillant personnel, the agents 
in place or like remarks as to the true origin of 
the information are inserted. This differs froma 
peacetime dossier, mainly because the fact that the 
files are solid, concrete items and not easily 
hidden or eliminated in a moment's notice precludes 
the chance that the data could be safely placed 
there and yet be secure from compromise or capture. 
If the files are being kept in a secure spot in 
peacetime, the remarks as to who and what supplied 
the information must be inserted. In troubled times 
or in the event of a clandestine operation, these 
details must be left off so that the personnel will 
not be compromised or eliminated if the files 
should be captured by enemy personnel. 


The other use for such files would be to analyze 
and evaluate personnel who have jobs which may be 
useful to the apparat at some time in the future: 
Lock and dam operators may be observed and reported 
on so that it is possible to determine if they are 
friendly and can assist in any sabotage or 
demolition, or offer full intelligence of things 
which pass within their gaze. Cement plant 
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personnel in the foreman, quality control and 
administrative units may be evaluated to see if 
they could be briefed in sabotage of the cement 
(deleting one kilning operation) so that the 
material is not as durable as possible, and can be 
more easily defeated by bombs, demolitions, or 
shells. Railroad personnel, who may be able to do 
sabotage or intelligence jobs without being 
punished. Water or Sewage plant employees in the 
upper ranks, who may be able to sabotage the water 
or waste-removal efforts in or around a base...the 
enemy will Likely take over friendly installations 
in preference to building new ones. These are just 
a few of the vital individuals within an area. 
Meat-packing plants may be sabotaged--if totally 
for enemy consumption--by the use of improper 
Canning or processing techniques, or the relaxing 
of sanitary standards. A resistance group managed 
to sabotage a fish-cannery by using croton oil in 
place of the other oils for preparing tinned 
sardines, which made more than the submarines' 
engines run at flank speed! This could not have 
been possible if it had not been for a knowledge of 
people who could provide the croton oil, get it 
into the plant, and put it to work where it would 
best assist the Allied efforts by assisting the 
Germans' elimination processes. 


The entire point of such operations is to make 
things just as difficult and dangerous for the 
enemy as possible, at all times, so that he expends 
efforts in the direction of security for himself 
more than in oppressing the population. Every man 
put on guard where he may watch that something 
peculiar does not happen, or every enemy engaged in 
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the actual operation of devices so that he can be 

assured that nothing is sabotaged, means that many 
of the enemy who are not available to effectively 

Oppose the apparat and oppress the people. 


For a small, local, intelligence operation, the 
efforts should be towards making certain that the 
enemy does not find enough free time to really seek 
the apparat’s agents. This is dealt with by 
sabotage, interdiction, and making things as 
difficult as possible. To tie down the most enemy 
personnel for as Long as possible is the key to 
success and survival. 


For this, the apparat needs to know the friends, 
foes and neutrals in every area that would be 
useful. This need not be a vast number of people, 
in every case, since a semi-rural area or a farming 
area could be reduced =0 those who have farms and 
stores--possibly as few as a hundred individuals, 
and perhaps fewer. Some ninety percent of a 
population will be neutral until the enemy shows 
his full totalitarian hand. After that, perhaps 
seventy-five percent will be scared into neutrality 
Or support, and twenty-five percent will be 
resentful enough to oppose him. Adroit use of 
propaganda will assist in reversing these figures, 
and knowing the target audience as well as possible 
will further chances for success. This may differ 
from one extreme to the other, depending upon the 
natures of the peoples involved, so a good 
intelligence evaluation of the three groups will 
assist in giving the best possible results -- and 
this means compiling files. If security is a 
problem, this means mental files; if it is possible 
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to engage in such things, the files may be more 
formal and on paper. 


PLACES also require filing away under different 
headings: it has often been said that a reliable 
fortified village can hold up an enemy advance for 
hours or perhaps days. The speaker has failed in 
the respect that intelligence was not considered. 
It is better to give up a hundred villages which 
could be bypassed or pounded to debris and defend 
the precise one which is astride road and rail 
communication lines, where a truly severe pounding 
is out of the question because the roads and rails 
may be too Severely damaged to be used later. It is 
better to not defend an area where the enemy will 
be Likely to set up his own headquarters, so that 
the site can be plundered for intelligence 
afterwards. This system will genuinely confound the 
enemy, for he will not Know that the village or 
city which he has captured without a struggle will 
be the heart of a vast intelligence operation, or 
where he was meant to think there would be a major 
apparat. Keeping him in suspense will be ideal for 
the psychological-warfare Operations to come. If he 
does not know whether his presence was deliberately 
sought, or that the area could not defend itself 
properly, he cannot feel safe. 


Other places to evaluate are--as before--the swampy 
ground that is apparently suitable for the tank- 
park or the field headquarters. The potential 
Landing strip for friendly or enemy aircraft which 
happens to have a set of high tension wires in the 
flight path may be discounted unless the enemy is 
willing to change the wiring. 
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Sabotage potentials such as electric power booster 
stations, pumping stations along a fluids pipeline, 
a gas terminal, sewage or water sub-station, rail 
Switches, a continual-rail joint along a 
straightaway where the trains will zip along, a 
curve in a high-speed area, a handy hill for 
ambushing, a hundred others may be catalogued for 
future reference. These may range from a railroad 
Signal-box up to a railroad repair shop, and 
require anywhere from a 9mm Parabellum round to a 
9-kilogram charge of HE. They may be catalogued for 
instant attack, as well as for some matter that 
would require a hundred-man team working for two 
days, such as permanently crippling the Panama 
Canal. 


These are more properly the sphere of the sabotage 
units, or the overt guerrilla operations, although 
control is better when a good liaison with a 
domestic, indigenous, intelligence operation is 
possible. These files, which will not be altered 
greatly unless a massive revamping of the concerned 
system is undertaken, may be recopied several times 
and the resulting files hidden away where cadre 
Level personnel can recover them for field use. 


Keeping records--mental or physical--of these 
Sites, items of interest, and personnel are vital 
to a growing, surviving intelligence operation. Not 
only these must be considered, but doing the 
maximum possible harm to the enemy during this time 
is vital, too. 
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OPERATIONAL NAMES 


Actual agents are assigned operational names and 
numbers so that they can communicate to 
headquarters and be spoken of without compromising 
their covers. Not by accident, these names also 
give the agents a sense of professionalism and help 
boost their morale. A cultivated or recruited agent 
will feel more Like he is working for a "real" or 
"professional" operation if he is given a code-name 
and number. 


All in all, it is usually better to keep the names 
Similar to others in a single operation, so that 
mentioning the name will bring to mind what his/her 
project is within a particular operation. This may 
sound difficult, but is not really. Assume that a 
section of the apparat is to be called the TAILOR 
Circuit: Under Tailor, one may find Suit, Vest, 
Slacks, Spats, Cuffs, Pockets, Belt, Coat, and 
others. Mentioning Pockets will bring to mind 
Tailor, in all probability. As another example, 
consider a sub-agent network being run by TOYSHOP. 
Under that would be found Erector Set; -DollLhouse; - 
~Truck; Car; Scooter; Unicycle -and his associates 
Bicycle and Tricycle; Tin Wagon, Skateboard and 
Others. Aside from the altered name, this is 
representing a genuine apparat. The ones missed are 
Irish Mail; Pushcar; assorted dolls; Cap Pistol, 
Squirt Gun, and others. 


No more examples will be given because of the 
tendency to copy styles, although it is not 
Critical here. So what if the enemy finds out that 
BARNYARD, the rural network, consists of Billygoat, 
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Nanny, assorted breeds of cow, Duck, Goose, Dog, 
and others? There are potentially a hundred and 
fifty names which could be applied, and the 
prospects of having an actual 150 individuals or 
groups operating is enough to chill the blood. 


The Headquarters unit must be in charge of 
assigning names to the agents, or at Least the 
primary ones such as ROSE and TOYSHOP, so that 
there is not a field duplication of names. Too, 
this is useful in terms of establishing authority 
and assisting to instill the proper attitude in the 
agents. 


Agents must learn to think differently, rather Like 
artillery men who view a Landscape and see it in 
terms of aiming points, dead ground, fields of 
fire, and the like. Agents must learn to see things 
as useful or useless to intelligence, with degrees 
of usefulness. Artillerymen will not be fully able 
to see the beauty of landscape in terms of form and 
flow, and pleasing colors, but rather in terms 
applicable to artillery. Agents must have much the 
same attitude. Assigning their names and numbers 
will assist greatly. 


A more vital consideration is that the additional 
assignment of names and numbers will assist in 
keeping the agents' true names secret in the event 
that the enemy captures the files. With the names 
of the agents, he can motor about and collect them 
Like gathering pumpkins. The names of the agents 
must be guarded with devotion and strict 
determination, lest the enemy liquidate them. 
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Files on other persons must never contain anything 
but the code names and perhaps, only perhaps, the 
appropriate numbers, if those. No special 
indications which would serve as points of 
reference. Example: inserting something which only 
Joe Fergeson would know when speaking of Angela 
Snobb so that the enemy may interview Ms. Snobb and 
find out the particular individual who would know 
that. It 1s better to keep the files general and 
List the data as it applies, with no references. 
The compilers and the Commander of the unit would 
need the files as refreshers only, and be able to 
supply the informants' IDs or know that Sunflower 
Supplied the bits if need be. In small operations 
or "grandson" units, the bulk of the data would be 
small enough for someone to recall the specifics, 
or at least know when the data had been verified or 
the informant was truthful. 


Obviously, it 1S impossible and very unwise to file 
away the names and cover- or code-names and numbers 
of personnel. One fool suggested this is another 
"para-official" file of dos-and-don'ts and this is 
working into the enemy's hands. It was a good idea 
in the case of the OSS and SOE or SIS operations, 
for England was not too far away and the agents 
would not have to operate completely alone; London 
could be sent notes on each agent, his personal 
files, and be expected to keep the Lot away from 
enemy eyes. This would allow another operative to 
be inserted and he could pick up with the rest 
after being briefed --in the safety of London-- on 
his chain of operatives. It is not safe when a 
Local apparat is being operated within the enemy's 
window-box, as it were, with no secure 
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headquarters. Likewise, the creation of service 
records for guerrilla fighters is a poor idea and 
was contributed for some unknown purpose. This is 
impossible in the terms of any operation which 
demands secrecy and which places the physical files 
in a material space. Files within the enemy's 
sphere of influence, within his area of operation, 
cannot be kept which will identify the agents by 
any physical traits that would be useful by the 
foe. 


Always assume that the enemy will be able to 
capture the files at some time or other, and that 
the convenience of storage which allows one to get 
to them easily for referral places them where the 
enemy may also refer to them. Never allow any 
negligent action to endanger the apparat, and the 
creation of agent-files is the most negligent of 
actions. Recording the authentic names or addresses 
of the agents will endanger the files. Never assume 
that the enemy will miss noticing the files during 
searches of any area. The only secure place for 
files is at the bottom of a foundation-footer hole 
under a massive building, where they will be 
covered up with tons of concrete and tons of 
building, and no one will be able to find them 
afterward. If the files are anywhere that makes 
them convenient to refer to, and the enemy knows of 
them or even suspects them, he will find them. 


Files on enemy or suspect persons may be kept and 
stored in an area, providing photographic or 
material (retyped or carbon) copies are stored away 
in a very secure location such as being buried 
under a basement or other floor after being 
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developed and fixed or sealed to prevent damage. 
The information will not be new to the enemy, for 
he will expect that the intelligence units will be 
interested in his people, and he will likely have 
much vaster files of his own on them. The fact that 
personnel have been urged to pay lip-service to the 
enemy credos by day, and pay homage with high 
explosives on his installations by night, will 
allow covering a smaLl number of files on converted 
Or compromised persons within the enemy-file group. 
Never, for example, note in the files that the 
individual is turned (now working for the friendly 
Side) or has been recruited. Keep in touch with the 
possibility that the enemy will eventually capture 
the files, and keep noting the anti-friendly 
outbursts faithfully, and in the same style. 


Files on persons who have become friendly, or whose 
alliances have been determined to be friendly, must 
be eliminated so that no trace of this 
determination will be present. This means 
elimination from the master book, as well. If the 
party iS very important, or the coverage is very 
thorough, a false file may be needed, in order to 
make them secure in the event that the records fall 
into enemy hands. The facts must conform to the 
truth up to and excluding the fact that the 
individual has been recruited, and the evidence 
presented in such a way that is plausible or 
reasonable to assume to be the truth. 


If the area is tightly knit, the most vague of 
files will serve to prompt action and ideas, and 
allow the readers to certainly recall just what had 
been said or done. 
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Where data to be provided by an operative must be 
inserted, try to at least alter the style, and 
format, so that it 1s not practical to track the 
information back to the supplier. 


Avoiding the number assigned on any records will 
assist with security, for then the enemy will not 
be able to tie UNICYCLE to #2847, and localize the 
area "worked" by UNICYCLE if they manage to capture 
any coded messages that bear 2847. Assorted notes 
have been made as to the use of the number in 
choosing the cypher or code key, and if the enemy 
Knows this, he may be able to crack the key and 
read the messages, learning firsthand where the 
agent UNICYCLE/ #2847 operates from the 
intelligence he provides. This can spell the end of 
the agent. 


There is also a domestic, peacetime, policy reason 
for avoiding the use of names and assigned numbers 
as well as precise data in files. With the 
irresponsible use of the Freedom of Information 
Act, records and files can be procured by the 
individual under investigation, or an extremist 
group, or by a chatty association or organization, 
with the data being used to track pack the 
informant(s) involved. The operative or informant 
will then be likely to qualify for a sudden Life 
insurance payoff. Either the individual will be 
severely beaten, discredited and fired, or will he 
Liquidated by the individual or group on which he 
has been providing information. 
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Apparently the FIA provisions were introduced by 
responsible, idealistic people, but it is being 
misused by the irresponsible or extremist people to 
clean out their stables and tighten up operations. 
Not many years ago, such an action would have been 
wholeheartedly declared “subversive,” and rightly 
so. Now it 1s being applauded as "Libertarian" and 
Humanitarian." To avoid compromising the 
information, the files should be forthwith altered 
so that the information contained cannot be traced 
back to the suppliers, and no record kept of the 
true names of these people. One may be called into 
court to answer questions, but then, the cover name 
may be supplied. 


It is the author's opinion that a flood of officers 
who refuse to say where they got their information— 
establishing dead-drops so as to protect the 
contacts, and making certain to never learn more 
than possible about the informants--would cause the 
rash of such suits to dry up like a case of poison 
ivy that has been medicated. 


If the authorities can truthfully Say that they 
never see the man who makes insertions in drops, 
and have never processed originals for 
fingerprints, they can probably escape the wrath of 
a judge who wants them to testify and tell all in 
open court. No court official can require what is 
unavailable. Assigning the code names to informants 
and never retaining the original, verbatim files of 
their reports, will confound the surprised suit- 
bringers. It would also make the informants secure. 
Paraphrasing information supplied, weeding out 
words or phrases which would indicate the 
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information, as well as putting the information in 
official language, would make most of them secure. 
If the files are to be used for informational 
purposes only, it is possible to insert items in 
terse terms and "allege" many things that are 
proven, reversing matters, So that the informant 
Cannot be pinpointed by his or her access to 
information. Make the alterations random, so that 
"alleged" cannot be read for "proven" or the 
reverse. 


The first order of effective Law enforcement is to 
protect the innocent; protecting the informants is 
included, and no rabid or ill-advised cadre of 
individuals may destroy the effectiveness of Law 
enforcement by remote-controLlled eliminations or 
liquidations of informants. 


Too, charging the groups with being accessories to 
the killing or abuse of the informants would 
probably dampen their ardor a bit. Take it to 
court; it can only be thrown out. Make an issue of 
it; they do. Make the charge public; they do. 


One idea would be to assign names at random, so 
that it 1s not easy to apply direct or reversed 
reading! Gloria Mundy may be read directly and 
equated to a frail Lady or at any rate, a woman. 
G.M. may also be read indirectly to indicate a very 
brawny man. The point is to apply the names at 
random, so that some cases are direct and others 
are indirect, as coincidence, so that the enemy 
will not be able to gather anything if names are 
Learned incidental to other efforts, and not 
equated to any subject. 


a7G 


Assigning numbers is also vital, so that the agents 
may communicate with headquarters without giving 
anything other than a group which indicates the 
operative's call-sign. While it may be possible to 
run a thousand agents ranging from 000 te 999, in 
series, it 1S usually better to compose a random. 
Four-number group for each, so that it 1s easier to 
add or subtract and arrive at a group which can be 
sent in four-group or five-group codes or cyphers. 
Too, with four groups, there is a greater number of 
potential agents--from 0000 to 9999, or 10,000 
possibles. The communists have some eight to twelve 
thousand agents in West Germany (the German Federal 
Republic) and something in the area of a thousand 
in America--depending upon whether one is counting 
the Fedora Cashin types or not--~although it is not 
likely that any single area will require 10,000 
agents. Ten thousand could easily run a nation's 
efforts in a big country. For a "grandson" unit, 
this will be fine, since this gives a nice quantity 
of variables to play with. The assignment of the 
numbers will not allow the enemy to determine if 
there is — particular quantity of agents about. A 
two-number group would indicate a maximum of a 
hundred operatives; three-number would maximate at 
a thousand, but four numbers would give a potential 
of ten thousand. Never give the enemy any more 
information than possible about the strength of the 
apparat! 


When assigning numbers, they may be selected from a 
telephone book, in the same manner as the "Gamma 
Pads" or one time codes pads: At random, working 
from a telephone book from a distant area, sticking 
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strictly to one exchange and one series (no numbers 
are duplicated within the same exchange: 123-#### 
will have no duplicates, for example, although 
combining 123-#### and 456-####% will produce some 
duplicates). Using a telephone book from an area 
remote from the operational zone, it is possible to 
start at the "A’s" and run to the "Z’s" and number 
every agent thrice over. The book may be concealed 
after selecting a group of six or eight numbers for 
use in advance Alternatively, working up the 10,000 
possibles on slips of paper and dropping these into 
a tin will supply all the names, although if the 
enemy captures the book, he will also be able to 
handle this, though the book is perhaps less 
desperate-seeming than a tin of numbers of 
individual slips of paper. The advantage of the 
strange-area book is that the enemy will not be 
able to determine, from any traitor or planted 
agent, precisely how many agents there are at that 
time by having him check out whose telephone number 
is being used and then counting back from that 
entry to the front of the book. 


Numbers, as seen in "Cyphers and Codes," may also 
be used to assist in selecting the order of any 
cypher or code alphabet selection. Say his number 
is 4567; he arranges his cypher or code series by 
picking the fourth then the fifth, then the sixth 
Letters out of the alphabet, putting them down as 
the first four letters, then selecting the next 
group- If the fourth letter is selected, written 
down, and eliminated from the group, then the fifth 
(actual sixth) letter is selected, then the sixth 
(actually eighth) letter, and so on, this will make 
the order Less apparent. The codeword or keyword is 
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put along the top Line and the order of the letters 
altered so that the unused letters which appear in 
the top line are plugged in where the former 
keyword Letters were in the square, and a jumbled 
alphabet is selected for each agent's use. With a 
Gamma or One-Time, this makes matters Less 
difficult afield and more secure. Determining the 
order of a Playfair cypher is often done by 
selecting the frequency and other matters, and 
trying to reconstruct the chart or graph from the 
bottom to the top. With this system, the agent will 
not have to learn a scrambled alphabet, and no 
different alphabets will have to be provided. For 
some avenue like radio communication, the date may 
be added to the groups for fabricating the "code- 
of -the-day." 


A number assigned to the individual will also give 
him or her a sense of belonging to something bigger 
than him/herself, and of being a vital portion of a 
massive apparat. Depending upon the attitude of the 
new agent, a low number may be claimed to be 
reserved for vitally important people or, then, 
issued in random fashion. The Walter Mitty streak 
will be thrilled by the idea of being important, 
and the realists will be more inclined to approve 
of random issue. The same thing could be said for 
Large numbers: the higher the number the greater 
the importance, or the Larger the number of agents, 
or the realistic account of random issue. 


This will have to be carefully evaluated by the 
agent or spymaster providing the number and name. 
If the recruit seems to be thrilled by the 
seLlection--and many work best when they are rescued 
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by Intelligence from deadly dull jobs--then a 
Little humbug as to actual worth is acceptable. 
Remember: call for an heroic effort, and one gets 
an heroic result. Call for a puny effort, and all 
one gets is a puny result. The preference is 
obvious. As Long as an agent is not thrown away for 
the sake of temporary gain, the most energetic 
agent result is the best. One may get a fine agent 
in a prison, who steals a spare set of keys and 
disappears. This is a temporary gain, for then 
security will be alerted and the locks changed. It 
is better to secretly get copies of the keys, anda 
full report on guard runs, and then work the 
operation without implicating the agent. 


DIFFERENCES IN INTELLIGENCE SOUGHT 


The types of intelligence which the apparat should 
seek are "specialized" and "tactical." 
"Specialized" refers to the results of operations 
such as would be covered under other operations-- 
compromises, entry and evaluation, flaps and seals, 
and so on. "Tactical" intelligence may be 
determined from the Logistic and tactical aspects. 
Rather than confound the issue, here is a List of 
Likely objectives for intelligence evaluation; the 
Logistical and tactical items will be apparent to 
the observers. 
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Elements of Information to be Gathered 


1. RADIO--AM, FM, Commercial and Amateur 
Television--Free-broadcast, Cable Micro-Wave- - 
Radar & Telephone transmittal towers 
Military--Indigenous channels/frequencies utilized, 
plus equipment 

Civil--Police, Fire, Air, Ambulance, Civil Defense 


A) Transmitter/receiver Locations 

B) Tower locations 

C) Studio Location(s) 

D) Equipment & storage facilities 

E) Repair shops 

F ) Sales Locations (shops, distributors, etc.) 


A) A.Offices--Business 

B) Offices--Technical 

C) Offices-Operator-control points 

D) Equipment Centers 

E) Major underground cable pathways 

F) Underground cable routes to other tactical 
targets/objectives 

G) Substations and/or generator or booster 
stations 

H ) Microwave relay sites 

T) Overhead arterial lines, general and 
specific 


3. Electric Power Facilities 


A) Generator stations 
B) Major elevated distribution Lines 
1) Sabotage points (tower on hillside, 


isolated tower,etc. ) 
2) Lines to plants used by the enemy 
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Switching Centers 
Local net 
Local portion of National met 
Special areas of industrial value 
Substation Complexes 
Unmanned 
Manned 
Elevated 
Groundlevel 
Repair Equipment Centers 
Speed of response 
Equipment utilized 
Condition 
Quantity & quality 
Major personnel at all sites mentioned 


Indigenous Military--national forces 


Reserve training centers 
National Reserves 

National Guard 

State Guard 

Civilian self-defense militia 


(If all of above enemy personnel) 
Party militants 
Plant/industry militias 
Party youth militias 


(If all of above enemy personnel) 
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Estimate personnel strength 
Estimate morale 

Estimate mobility 
Air-mobile 

Land-mobile: foot 
Land-mobile: vehicular 
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D. Analyze probable mission 

E. Analyze equipment issued 

F Locate & identify communications equipment & 
facilities 


NOTE: These are of importance if enemy-controLled 
personnel; friendly indigenous military can take 
care of itself. Otherwise, analyze friendly bases 
which may be taken over by enemy personnel as bases 
w/o personnel. 


5. Transportation: Highways 


ALL major routes in area 

Intersections 

Connecting points 

Alternate routes to installations 

Military roads/routes (totalitarian nations) 
Ambush/roadblock/sniping/interdiction points 


6. Transportation: Rail 


A) 


Fuel 


Type of unit(s) utilized--electric, steam, 
Supply areas for fuel/power 
Stations for passenger travel 
Parking yards 

Repair yards 

Repair shops--complex work 
Roundhouses 

Communications towers 

Signal towers 

Signal wiring relays 

Switch Lines 

Switches 

Frog sites (continual rail) 
Bridges 
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0) Tunnels 
P) Underpasses 
Q) Overpasses 


(Charting on map would be more effective) 


7. Transportation: air 
Commercial 
Military 
Private 
Other 


A) Length of runways 

B) Type of instrumentation (all-weather or 
day Light/night ) 

C) Type of communications facilities 

D) Serving what aircraft types 

E) Surveillance sites 

F) Guard force(s) available 

G) Sites of hangars 

H) Type of perimeter=-cover for attack 


8. Water-related installations 
Reservoirs 
Wells 
Dams 


Generating facilities 
Purification/desalting sites 

Harbors 

A) S1ize/volume 

B) Attendant security 

C) Surveillance sites 

D) Potential areas for sabotage/attack 
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E) Potential for infiltrating/recruiting 
personnel 


9. Police installations 
City or municipal 
County or district 
State or department 
National police 


(If for civil criminal apprehension) 
secret state police 
party police 
military police 


(If for political/military criminal apprehension) 
A) Local headquarters 


B) Schematics of site 

C) Total number of personnel 

D) Number per shifts 

E) Disbursement of police/agents 

F) Armament & condition of same 

G) Uniform, if worn on duty 

H) Transportation available 

T) Communications equipment available 

J) Intelligence, of commanding, junior officers 

K) Air patrol capability 

L) Detaining areas, guard numbers 

M) Longer-term jail areas 

N) Very Long term prison facilities 

0) Scaling of indigenous personnel to enemy 
cadre 


10. Sources of supply-- 
Military hardware 
Convertible civilian equipment 
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Ancillary equipment 
A) Foodstuffs 
B) Medicines and bandages 
C) Doctors--trusted, neutral & enemy-incLined 
D) Safe hospitals--mental asylums, TB 
Sanatoriums, etc 
E) Fuel depots, civilian supply points 
F) Clothing sources 
G) Weapons/material for weapons 
H) Vehicles—land, air or water 
I) Communications equipment 
A) Field telephones 
1) Railroad 
2) Barges 
3) Telephone company 
B) Radio sets 
1) Civilian transmitters 
2) Military/government transmitters 
3) Special receivers 
C) Other communications equipment 
J) Blasting/high explosive supplies 
A) Construction sites 
B) Dealers 
C) Owners 
D) Governmental supplies 
K) Heavy equipment 
A) Trucks, bulldozers, 
B) Wrecking trucks 
C) Cranes 
D) Others 
L) Propaganda supplies 
A) Paper stocks 
B) Printing machine sources 
C) ink/paint outlets 
D) Sign shops 
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M) Metalworking supplies 
A) Lathes, drills, milling machines, 
grinders, etc. 
1) Private hands 
2) Small shop/garage/factory sources 
3) Larger installations 


If the area is under enemy control when the effort 
is started, all emphasis will be on how to gain 
immediate knowledge which will allow implementation 
of hostilities as soon as possible. Determining the 
answers to these and ether, special, local 
questions will be a bit more difficult and 
dangerous after the enemy has set up housekeeping. 


If the area is still under friendly control when 
the effort 1s undertaken, the emphasis is on 
gaining general intelligence (the enemy may change 
or alter things when he takes over) and locating 
areas which may be attacked by fifth columnists so 
that defense may be implemented, if a war footing 
is ever necessary. The former calls for specific 
intelligence right away, whereas gaining this would 
be a useless and dangerous effort--the enemy will 
undoubtedly change security about so that he can 
keep out attackers who are familiar with the former 
systems. Leaving the first line of area or site 
defense to the designated, overt, authorities will 
assist in preserving the full strength of the 
intelligence apparat in the event that behind the 
scenes operations are called for. 


The Listing 1s meant only as an indication of how 


to go about the matters. If an area lacks one item 
but has a Large concentration of other facilities, 
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it 1S practical to assume that the tables would be 
changed to reflect his situation. Arranging a 
Listing for each and every possible alternative 
would in itself result in a book. This is simply a 
guide. 
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INTELLIGENCE CONCERNING AREAS NOW ISOLATED AND 
UNDER ENEMY CONTROL 


An apparat may be called upon to gather specific 
information concerning areas now isolated behind 
enemy Lines, so that agents may be sent in to 
Organize apparats and lead guerrilla as well as 
resistance activities. In this case, it is vital to 
Know how to go about gathering such data. 


Essentially, the needed information is broken down 
into several groups: terrain, populational, 
industrial, political, agricultural, topographic, 
and others. 


For each classification, a section of the 
intelligence apparat "goes above ground" as 
specific, authorized gatherers of information. 
Refugees are interviewed pursuant to all these 
matters within the areas where they formerly Lived. 
Indigenous personnel, civilians, are interviewed as 
to the areas observed during their travels. 
Sportsmen are interviewed as to cover and other 
useful items, hikers provide terrain notations, 
possibly maps, and other information, and tourists 
are sought to provide information on the 
communities, individuals within the area(s) who may 
assist the apparat's formation, and opposing 
individuals, along with other matters. People with 
friends or family in the area are interviewed as to 
who would be more likely to oppose or support the 
enemy while he is there, as well as along general 
population Lines. 
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In some areas, a letter from a relative asking for 
his people to support the bearer of the note will 
be very effective. 


"Aunt Minnies" are collected; photographs of the 
regions, maps or hand-drawn charts, publications 
put out by the enemy, copies of the then-current 
identity document issued by the enemy (goes to 
counterfeiting for replication), and information 
concerning the enemy personnel then in residence in 
the area--origins of soldiers, weapons, morale, 
attitudes (oppressive or as would-be liberators, 
thieves or plunderers, lax or right controls, and 
others), and other notes. 


Artists and sportsmen are requested to give 
sketches or details on enemy small arms utilized 
(refer to "The Black Bag Owner's Manual" section 
for example sketches), fortifications or 
installations built, vehicles or military materiel 
being used, sketches of important officers, and 
other information that will assist in giving a 
complete picture of the various important enemy 
personnel in the area, including those who would 
not be above (or below) taking a bit of a bribe. 


Artists, hikers and sportsmen, as well as poachers, 
are interviewed as to topographic concerns, to 
update any maps secured. Information should include 
condition of cover in the area, undergrowth, 
presence or Lack of thick ground cover, whether or 
not area has been cut over for timber or burned in 
forest fire, cleared fields, streams with usable 
depth for parachute dropping, and marshy ground 
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where drops could be made--wet but not excessively 
so and not a hazard to walk there. 


Farmers, urbanites, visiting relatives and tourists 
are interviewed as to the state of the people in 
the area--inclined to be neutral, support the 
enemy, quietly oppose him, or actively oppose him. 
The specific people who would be reliable first 
contacts for operatives—who oppose the enemy but 
are smart enough not to get out and do so at first 
while the foe is nervy~-must also be determined 
from refugees, tourists, and others who are 
interviewed. 


When doing these interviews, neglect to mention 
that the object is to secure the information for 
the reasons mentioned. Instead, ask all manner of 
questions from each subject. People may have had 
cause to learn specific things not immediately 
apparent by attitudes or background. A very nice 
Little Lady may have a deep and abiding love for 
gossip, which was implemented during chats with 
residents or relatives, but men may also have been 
involved in such operations. As it is probably the 
case that there will be few individuals who know 
anything major, make up for this by interviewing 
everyone in the area, exhaustively. Not to exhaust 
individuals, or make them resentful of the 
questions, but in full detail and so that they 
answer questions at Least twice. 


Interviewers' Attitudes: This is based on the 
background(s) of the individuals being questioned. 
If the people respect authority and gladly answer 
questions, the attitude may be formal and stiff. If 


eet ee 


the people tend to love individual freedom and 
resent dictatorial chaps, the interview teams must 
be more informal. They must maintain the attitude 
of authority, so that their role will be apparent, 
but they may be friendly and indicate that the 
individual they are questioning has something 
useful to tell. Too much of the Latter will tend to 
create an attitude in the subject of the interview 
in which he babbles at great length; this is why 
the series of questioning periods are separate from 
each other, so that the small differences which 
indicate a lie or exaggeration will be apparent. 
The interviewers must never behave as though they 
suspect that the individual is handing over a tall 
tale, but report what was said with a note that it 
seems rather unusual. The best attitude to be 
assumed is that the individual is doing the apparat 
a service, and the apparat is grateful, but not 
fawningly so. 


Two, three, or more interviews may be conducted, 
with all information requested two or three times. 
The allegation is that people tend to forget small 
things, and by getting the interview so many times 
the subject will be more apt to provide all the 
information necessary. Really, it is so that any 
Lies will be noted. 


The apparat need not and should not pay for the 
information, in most cases, but rather, pay for the 
individual's travel expenses (if the agents need 
him to come to them), plus supply food, drinks and 
Lodging if the situation warrants it. Rewards may 
be offered by the apparat for photos, maps, 
Sketches and the like of the area, to assist in 
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bringing these forth, with the items being 
duplicated carefully and returned to the owner if 
he or she requests this. 


Obtaining the information and photographs may be 
accomplished by placing editorials or adverts. In 
the event that the friendly papers will provide 
full support, these may be utilized to spread the 
alarm among the civilian population so that the 
intelligence section can go off and interview as 
many people as possible. 


If refugees are being brought in and they have to 
pass some type of border control or the like (and 
they certainly should be searched for weapons and 
munitions which would be tools for saboteurs), it 
is possible for the searchers to Lay aside all 
film, photographs, maps, and so on and issue 
tickets or chits which will allow the refugees to 
be reimbursed in some manner or other. Then, the 
individuals may be given a preliminary interview to 
determine where they came from, their roles in the 
area, the degree of contract they had with the 
population, their degree of hatred for the enemy, 
and whether or not they may be interviewed again, 
in more detail. 


A special interview barracks must be established in 
the refugee camp, if applicable, with a separate 
waiting room. Separating walls around each 
interviewer's desk and stenographer must be 
constructed to keep out the distracting sounds and 
give an air of privacy. The interview notes must be 
made in the subject's exact words, and reviewed 
Later to make certain that the same tales were 
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told. This means the stenographic personnel must be 
able to speak the language, or a tape recorder per 
unit may be used, with the tapes being translated 
Later. The interviewer must speak the same Language 
as the subjects, obviously. 


A small network of observing agents must be 
installed in the camps, to look for any individuals 
who behave oddly --may be enemy spies-- and to 
index individuals who have good qualities for being 
recruited, trained, and sent back to the area as 
spies. 


This must progress with dispatch, so that the enemy 
does not miss the individuals before they are 
returned to the area, and he is not able to settle 
the area down before the agents go back. Matters 
may be so hectic that new people can be inserted up 
to months Later, and report in as refugees who were 
scared out by shelling and wandered a bit before 
the glorious soldiers of The People's Peaceful 
Progressive Proletarian Paradise brought order and 
peace to the area. Upon hearing this good news, 
obviously, the individual returned home at once. 
This is generally what the enemy should be told, so 
that the individual can get an identity card and 
settle down to a job of espionage. 


If the refugees are being issued clothing, and 
garments are needed by agents to be planted in the 
area, they must be asked to supply the garments to 
the Intelligence unit. Garments must include 
everything down to the skin, shoes and socks, ski 
boots or the like if applicable, packs or 
suitcases, and incidental items such as money 
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(reimburse in value), watches or rings indigenous 
to the area (reimburse in value) and other items. 
Any badges or pins provided by the Party of the 
Proletariat must be gathered (refugees often obtain 
these so that the enemy soldiers will not be 
abusive) and duplicated so that agents may be 
provided with these articles. The British issued 
cufflinks in the form of swastikas, QuisLling 
badges, assorted medals presented to indigenous 
Nazi parties, and other pins. Such pins and badges 
are useful in case the agent happens to be forced 
to associate with Party members, who will generally 
accept him if the badge is worn and the individual 
has the rituals down pat. 


Until an apparat can establish tailors from the 
area(s) to duplicate the garments, the main supply 
of such apparel will have to be from the refugees. 
In cases of chain-stores and such, it may not be 
necessary to replicate the garments, although 
everything worn should be used and obviously so, to 
allay suspicions as well as reinforce the cover 
story. 


Letters of introduction are gathered from refugees, 
who will advise their families and friends that 
they have managed to make it to free territory, are 
enlisting in the fight against the totalitarians, 
and are asking X, Y or Z to give full support to 
the individual bearing the letter. If the enemy 
might find the letter, it should be rather more 
vague, and still get the point across. 


Refugees must be interviewed another time, getting 
the pet names used by the individuals, mentioning 
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specific things--of no general military or 
intelligence value-- which can be told to the 
family or friends so that the letter will be proven 
to be true, and not tortured or extorted out of the 
individual. General descriptions of the refugees, 
his condition and outlook, and his health must be 
secured for the agent to be planted in his area, so 
that the operative can prove he knows or saw the 
refugee. If possible, some "trick" the refugee has 
when eating, smoking or talking may be included in 
the agent's briefing, so that he can mention this. 
Few people will evidence such a trait if being 
confined by the secret police. The agent may meet 
with the refugee, or he may simply Observe him from 
a distance, so that he knows the individual on 
Sight. 


Such information is valued, for it effects an 
introduction to the families of the refugee and 
dissipates doubts, and manages to firmly prove the 
agent's credentials. Even if such an introduction 
1s not vital at that time, it can be reserved for 
use Later, or added to the fund of knowledge 
necessary to survive in the area. 


The refugee must be interviewed as to the specifics 
of his home area, so that the agent emplaced there 
will have places to hide, secure locations for 
other work, and the Like. 


If an apparat must be "dropped blind" into "denied 
territory"--must be parachuted in with no friendly 
agents or fighters to receive him--the agents will 
have to be dropped into the area in multiples, with 
each one very heavily trained so that each can 
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start to establish a full operation. The agents 
involved must be thoroughly briefed in weaponry, 
self-defense, locks and entry, photography, and the 
rest. One agent will provide the core for a series 
of specialized cells, and must be able to brief 
each cell in the proper methods of operations. 
Using different agents, there will be less chance 
of compromise if one cell or the other is breached, 
and less risk of total failure if there are 
alternate cells or agents who can fill in if one or 
another is captured or injured. 


If agents are at a premium, it may be possible to 
utilize "Cell Founder" agents whose role is to go 
about forming cells and chains, to be picked up by 
another agent who is sent in to run the operation. 


Arranging identification is rather easy. It may be 
that a particular item is cut in irregular zigs and 
Zags so that the two halves can be pressed together 
to act as verification, or a particular currency 
bill may be torn cleanly down the middle. 
Identification is effected when the other half is 
presented, with the serial number matching the part 
that was torn off and left. Very little currency 
around the world is provided with one single serial 
number, or with the serial numbers atop one 
another. If that is the case, the agent may take 
part of the bill, and write the serial number on 
it, Signing it, and this will act as number - 
verification and authentication to the dormant 
indigenous cell leader. Laundry, shoe repair, room 
or other tickets may be utilized as verification; 
including bus or streetcar tickets, cinema tickets 
and the like. If tickets are issued in books, with 
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the numbers on each ticket exactly the same, one 
may be presented to each operative or leader of a 
cell, and the verification made when the master or 
ticket-book jacket is presented. This will be more 
convenient, for it will preclude any forgery by the 
enemy, or one of the operatives attempting to 
activate the network for himself. 


Once the indigenous apparat is properly 
constructed, it will be a less complicated matter 
to provide or import any supplies or specialists 
needed and to bring in a specialized instructor or 
two. The latter step will then revolve about 
creating any specialized device or machine 
necessary for an operation. The point is to 
establish a network to some degree or other, with 
an ultimate headquarters, in the area. The 
headquarters may be simply the original instructing 
agent, but that will suffice. 


One of the values of having a headquarters is the 
chain of command, and the likelihood that the 
operation will have more professionalism and Less 
wasteful and dangerous duplications. 


Too, one spy, alone and on his or her own, will 
have to be exceptionally brave to function properly 
deep in enemy territory; but an agent with an 
apparat, even if alone at that time, will draw 
comfort from knowing that there is a structure and 
authority over his actions. Another advantage is 
the diversified and decentralized nature: A Lone 
agent will have to handle all the photography, 
entry and evaluation, transmitting, etc., and the 
volume of work and the degree of activity will put 
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him under severe risk. The most obvious part of the 
operation is the radio work; if the agent is doing 
this himself he will be caught sooner or later. If 
there 1s a cut-out and another avenue to follow, 
the radio operator may be found although the 
insulating and protecting nature of the apparat 
will shield him more. Even if he is caught, the 
agents he serves will not be in as great a danger. 
With reliable security, the loss or capture will be 
noted earlier and augmented so that the risk to the 
apparat is lessened. 
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Relationships with Criminal Elements 


A local intelligence unit may establish liaison 
with criminal elements or with a criminal syndicate 
in some cases. The "Mafia" assisted American 
Counter Espionage Corps personnel by keeping an eye 
out for dockside sabotage during WW 2, as well as 
in assisting in preparing the lower portions of 
Italy for Allied invasion. The "Union Corce" 
assisted in preparing the way for Allied Landings 
on Corsica and the South of France. 


If an area is overrun by the enemy, it is possible 
for the Syndicate to offer its services, or be 
invited to join the struggle, for they have an 
effective apparat already. They can smuggle goods, 
and can smuggle codes and cypher messages just as 
well. They will have a vested interest in 
eliminating the totalitarians, for the enemy will 
wish to eliminate all their activities. The Mafia 
are also patriotic, usually very respectful of the 
Catholic Church, and valued for their sheer 
numbers. Example: The nation of France maintains 
approximately 100,000 men who may engage in 
investigation or comparable observation, in some 
Capacity or other, counting military, national and 
other police, the paramilitary security forces, 
etc. On the other hand, there is a conservatively 
estimated number of 600,000 to 1,000, 000 
individuals who would answer to the Union at some 
time or other, and could be recruited for 
investigation or detective work. 


Tapping this outlet would oblige the government 
controlling the apparat to make some concessions to 
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the syndicates, in most cases, although this may 
not be the case. Even if so, it is easier to deal 
with a syndicate operating in "victimless crimes" 
after peace has been restored than to lose 
everything because of a pigheaded attitude. In 
Poland, for example, the Free Polish forces 
operating within the nation released all the 
Criminals with the provision that they would 
concern themselves completely with crimes against 
the German occupiers. Up to the end of the war, the 
Criminals behaved with admirable patriotism, and 
hardly touched the Polish citizens who were not 
allied with the Germans. 


The forces arrayed against the totalitarians by the 
Crime syndicates would be immense: gambling, 
prostitution, and drugs would be useful in 
effecting compromises. Prostitution, black 
marketeering, and others would be useful avenues 
for developing intelligence and picking up 
information. The safe and loft, burglary, and 
allied groups who must operate with the Syndicate's 
permission could be redirected by the apparat or 
the Syndicate into plundering enemy offices for 
information and documents. The "fencing" operations 
would be ideal for procurement of weapons, 
munitions, material and other articles useful in 
operations. Too, there would be a labor pool of 
assassins, enforcers, beatings specialists and the 
Like who could deal with the traitors, less 
important enemy officials and for sniping and 
interdiction in the cities. The criminal network 
could also assist in arranging for safehouses and 
hiding places for people fleeing the enemy's anger. 
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In most cities with some degree of underworld, the 
Likely individuals willing or available for 
operations against the totalitarians would range 
from a few hundred to several thousand; better than 
an apparat could arrange for a few months to a few 
years. The quality of such activities will be lower 
than if handled by a formally trained intelligence 
unit, but volume of information will assist in 
making up for this problem, to a degree. 


What will have to be remembered is that the 
reliance on such outlets will not (must not) be 
absolute, and an operative must be installed to 
verify and prove the information supplied. The 
syndicates must ultimately be in the hands of an 
intelligence agent, and not allowed to wag to 
apparat or run the show. Their methods, goals and 
procedures are not the same and they will lack 
contacts in many places where contacts must be 
emplaced, and this must be pointed out. The members 
or subordinates of the syndicates may be given a 
general amnesty if they operate in the nation’s 
interest and perform good work, without working 
against the civil populations. Points will be added 
for enemy directed actions and taken off for 
friendly directed action. 


The reliance placed on the syndicates must not be 
very great--no more than sixty percent, we will 
say--and they must be watched. Training useful in 
intelligence circles will assist in their postwar 
activities. The use of intelligence skills in civil 
Crimes must be counted as the maximum degree of 
punishment for that particular crime, after the 
war. 
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Before the conflict, files must be established 
concerning the leaders of the criminal syndicates, 
Or civil police files may be observed, and in the 
event of war or insurrection the more likely among 
the "Bosses" or Capos must be contacted for 
assistance in fighting the common and greater 
enemy. This will be rather Like the gamekeeper and 
poacher, or fox and dog, lying down together and 
becoming great friends, but it will serve to beat 
back the enemy more thoroughly and with Less time 
and suffering involved. 


The apparat must also be on the watch for special 
Criminal personnel who may be of service to the 
fight. Obviously, it will be distasteful for one to 
field a friendly agent and request that the 
individual work in a compromise situation or asa 
homosexual; but there are prostitutes of either sex 
and homosexuals as well who have the proper 
patriotic feelings. Being an individual who 
practices either does not mean that all feelings 
and sense of duty are gone. They must not be 
trusted any farther than necessary or introduced to 
any friendly personnel who might be turned in by 
the recruited individual, but their use in the 
roles described in very great. The other side 
utilizes specially trained "Sexologists" or 
individuals who are carefully briefed in all the 
ways and means of achieving sexual gratification 
for either the opposite or the same sex. While it 
is a “soft Capitalist trait" to avoid training 
One's own agents in such work, to quote the enemy, 
there is less expense and difficulty involved in 
recruiting a prostitute or two who already know the 
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tricks (pun not intended) of the trade, and whose 
services may be used for good ends. This will not 
violate morality or give a sense of having degraded 
anyone, for the prostitutes will already be soiled 
as far as their souls are concerned, and the chance 
at working for the friendly side will be just 
another job to them. The point is, and has always 
been, and will always be, to defeat the enemy any 
place he may be found, in any guise he assumes, 
with whatever means are necessary. This does not 
mean to stooping to the levels of the totalitarian 
to defeat him, for that is simply exchanging one 
evil for another, but it does mean to use whatever 
avenues are open and whatever objects are 
available. 


Other individuals useful on a job-to-job basis are 
the more experienced burglars, safe specialists, 
and the like. Files should be made on these 
individuals, or at Least the police files looked 
into, and a Listing made of the better-skilled 
among them for future reference. When they are 
arrested, their files should be retired, and when 
they come back out, they should be reactivated. 
Therefore, when or if there is a need for their 
services (depending on the requirements for such 
work and the apparat's skilled manpower pool), 
these individuals may be contacted and recruited. 


An advantage of using a burglar or safe and Lock 
Criminal is, if or when one is captured, he will be 
Simply a criminal who is still in business and will 
not reveal the workings of the apparat. Too, their 
style of work and the need to plunder the place 
afterwards will be more realistic. They may be paid 
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off by being allowed to steal all the valued 
appliances in the place, after they have opened the 
safe, tossed the documents about (or so it seems, 
actually the documents will be evaluated and then 
tossed about) and rifled the drawers. Work done by 
an authentic burglar looks Like the work of a 
burglar; work by an intelligence team to simulate a 
burglar tends to look Like an intelligence job with 
a burglar-like covering. The Secret Police will 
tend to concentrate on catching a burglar, and not 
sending a balloon up savage an intelligence entry 
and evaluation job. Different intents often leave 
different signs. 


Utilization of professional criminals will have to 
be done very carefully. These individuals must not 
Know their employers, nor how to effect contact 
directly. They must work through a sign or symbol 
which will be observed and reported. The 
arrangements for making the appointments must be 
carefully analyzed so that there is not a chance 
for the enemy to entrap the agent(s). Remember: 
Individuals with criminal records will probably be 
Known to the enemy, and he may, in turn, observe or 
recruit these individuals for use in a Civil 
observance network or as spies against the people. 
Individuals with a sincere patriotic streak will 
usuaLly carry on with their resistance work, but 
there are apparently more criminal types who would 
work for the enemy than remain neutral or work 
toward friendly goals. The solution is, of course, 
to file information concerning the criminal acts 
and use this as a controlling "Line" --the enemy 
will be given the papers if the criminal does 
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not behave-- or they may be frightened into 
compliance with an order to destroy the individual 
if he ever becomes a traitor. The enemy can only 
threaten them with the same thing, and the criminal 
has the civilian population to hide in and the 
apparat to assist him. Made an enemy of the 
apparat, there is no place the criminal can hide, 
for the enemy will not take him or her in and 
protect the party. 


BLUEPRINT FOR UTILIZATION OF UNITED NATIONS GROUPS 
FOR ESPIONAGE : 


Providing a United Nations still exists, the 
apparat may utilize the considerable services of 
the UN for operations against the enemy. Necessary 
will be the compromise, recruitment or emplacement 
of an individual who is friendly to the apparat, 
within the higher offices of the local UN unit. 


At times, it may be possible or practical to 
emplace an agent directly within the staff at the 
United National headquarters in New York City, and 
have that party appoint or delegate the selected 
agent to such a role as would be useful. Please 
Note: This will not work with the American chief 
representative at this moment--Andrew Young--for he 
is not of the caliber to safely approach or 
recruit. There would be an immediate press 
conference, or a meeting with other delegates, and 
the word would go to the four corners. Careful 
evaluation of the potential recruits will be 
necessary, or the procedures for compromise will 
have to be used as a final recourse. Do not 
approach personnel who are untrustworthy. 
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Working at the top is useful for obtaining all 
manner of United Nations credentials for the field 
teams. The use of top UN situations may be divided, 
Like Gaul, into three parts: penetration of the 
government or military structure of the hosting 
country; the American in the case of the UN office, 
or the country in which there is a UN mission. 
Observing and fighting the intelligence forces of 
the other nations, or working with them, as the 
case may be; the largest in the New York City 
branch is the Soviet Union backed up by Polish, 
Czech, and others, which must be read as one major 
"intelligence empire," with all being lLackeys to 
the KGB. Finally, to observe, attempt to 
manipulate, and use, the United Nations as a body. 
33.33 percent of the Soviet UN personnel are, by 
count, tied to the KGB, and the other 66.66 percent 
must report to their KGB handlers. 


Category one: As an example, the Soviets have 
managed to run most of their operations in America 
from behind the UN cover, including cells which 
work on uncovering defense secrets and even actual 
parts of the weapons-systems utilized. In another 
nation, personnel from the UN may have general 
passage, especially if they claim to be dedicated 
Marxist-Leninists and work for a communist empire 
nation, while operating within a nation courting 
these "wondrous benefits." Third World nations 
generally operate in such a manner. 


Category two: Fighting the other side or a rival is 


very important, especially if both are out to woo 
the same nation at the same time, or are mutually 
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interested in creating a base of operations. The 
USA and the Soviets are generally agreed to be at 
war wherever both have an interest; and with 
democracy and communism Locked in a deadly 
struggle, this means throughout the world. The 
Soviets and Chinese are Likewise engaged in a 
bitter war of colonialism over Africa, with both 
Sides wishing to establish political colonies 
there. Even among the various communist empire 
nations there is conflict, for each wants to curry 
favor with war zone, one can expect there to be a 
double allocation of operatives from every side and 
most major foreign observers. 


Category three: This is obvious when one considers 
his master by bringing in the information first. In 
any the way the UN has been manipulated Like soft 
clay over the past years. The oft-quoted UN 
Security Council resolution that demands the 
Israelis return the lands captured in the 1967 
attack was inserted, run through, and heartily 
approved by the Soviets. It is often the case that 
a severe rivalry surfaces between the Soviets and 
the Chinese Peoples’ Republic (ChiCom), and this is 
best illustrated by the reactions to the African 
Situation. When there is a Loud resolution to 
sanction a free world nation for some particular 
matter, one can safely wager that it was thought up 
and pressed through by the Soviets or Chinese. 
Israel's censure as Zionist is one example. The 
Critical outburst against Honduras is another. The 
odd silence following Cuban imperialism in Africa 
is another. The gravelike hush over the bloddbath 
in the Peoples' Peaceful Progressive ProLletarian 
Paradise that is Cambodia is another. The fight to 
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remove the single veto rule, now that the Soviets 
have adequate power and can be opposed by their 
former ruse, is yet another example. The ouster of 
Free China is still another. 


At times, the chief delegate may be utilized as an 
agent and prime mover behind operations, as 
witnessed by the bald status of the PLO's man. He 
violated the "peace" accords by running Propaganda 
and recruitment as well as performing as an agent. 
He 1S in essence a Command rank officer, and his 
word is not to be questioned without reprisal. The 
PLO also maintains an extensive array of UN 
employees, most of whom are full time paid UN 
personnel, who assist the PLO with UN funds, 
material, and information. Most of these employees 
serve the PLO first, and the UN if they have the 
time to Spare. Some do not serve the UN at all. 


Examples: The United Nations funds for relef work, 
children's aid and other matters are carefully and 
thoroughly plundered for the PLO. The UNESCO and 
UNICEF funds are firmly reported as being 
Sidetracked for use in buying weapons, materiel and 
information. UNWRA funds have been proven to have 
been directly used to buy munitions and Support for 
the PLO. The humanitarian funds or foundations 
which have utilized the UN as a major vehicle for 
direct transmission of aid to the refugees are 
directed to PLO coffers at a rate of from ten cents 
on the US dollar to ten dimes on the US dollar; 
from ten percent to one hundred percent of the 
funds are PLO-plundered. Christian Church funds 
seemed to be worst hit during the Lebanese 
conflict,and their other funds (Jewish Relief, etc) 
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put in the hands of UN personnel for refugee aid 
are sacked up for PLO causes. In many areas, the UN 
represents the only group which is the one on the 
scene with enough manpower to assist, and has been 
unwisely used on Many occasions, with the money 
being poured into terrorist coffers. 


Other Palestinian adventures with the UN--with the 
Latter extending a direct or inadvertent hand -- 
include work in gathering intelligence. The UN 
peacekeeping forces must motor about safely, so 
they require charts of roadblocks, bunkers, 
Landmine fields and armed concentrations, as well 
as clear roads. The Israelis and Phalangists 
provided this information. The maps which are so 
marked tend to gravitate to headquarters where the 
PLO has a major interest, with the maps stubbornly 
clinging to Palestinian fingers until they get to 
groups who can utilize this information. Fatah and 
the rest utilize the carefully prepared and 
accurately drawn maps to avoid the defended areas 
in their marches to military objectives such as 
schools, the UN supported breadlines, and the 
private homes of opponents. 


Other UN operations which have been well verified 
and proven to be serving the PLO and Fatah include 
the refugee camps. One majors in training for 
airline skyjackings. Another has the specialty of 
an assassins' school. Still another is established 
to specialize in demolition, mine-laying, bomb- 
making and like thrills. These represent the major 
training specialties of the house; all camps 
provide weaponry training and some demolition 
instructions as a matter of course. Some camps will 


- 110- 


be found in the hands of splinter groups and 
factions which cannot use the campus of other 
units, and some camps are run by special groups 
which will require the work on skyjacking or 
demolition. 


The children's relief funds meant to cover the 
education of the Palestinian refugee children do go 
into education. Starting as young as five, tots 
Learn about the theories of guerrilla warfare. By 
the ages of eight and nine, the children learn to 
fire assault rifles and comparable weaponry. This 
would be considered as rather "progressive" 
education, as additions to reading, writing, 
mathematical sums (learning the amount of TNT or 
plastic needed for a timber or support), history 
(of the struggle) and social sciences (first aid, 
the theory of Marxism, and so on). The author 
confidently assumes that this sort of education is 
not precisely what the United Nations had in mind 
when the implemented support for child and youth 
education. 


Other UN operations run by and for the PLO include 
a full propaganda apparat being housed in a United 
Nations Building. Another "Brotherhood" alliance 
between the PLO and the UN is the use of the UN 
headquarters as the PLO Information and Recruitment 
Center. The UN acting as a front for the recruiting 
center for a military operation is in gross 
violation of the tenets of peace and neutrality. 


UN offices which employ indigenous Lebanese 


personnel are often run by PLO supporters who will 
not hire the Christians or Phalangists, but only 
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hard-care PLO Muslems. In other nations, the 
indigenous personnel are hired for their "proper 
political ideals" and the security clearance for 
the employment comes from the PLO, Communist, 
Marxist-Socialist and like crew. Moderates or 
conservatives are placed either as figureheads, or 
are not passed by security and cannot work in 
sensitive roles, if allowed in at all. 


UN "humanitarian hospitals" are often run solely 
for the benefit of the aggressors; in Lebanon, this 
mean the exclusion of the Christian Phalangists and 
most of the wounded population, and the avid 
inclusion of the terrorists. Elsewhere, UN 
hospitals are arranged so that Marxist-socialists, 
extremist communists, and the totalitarian 
bourgeois cadre members are allowed preference. The 
rank and file of the military, party, and militant 
cadres get preference over the civilian population, 
in other words, and with the opposing forces denied 
treatment in most cases. While the preference for 
treating military wounded might, possibly, be 
acceptable, it is in gross violation of the UN's 
doctrines when the hospitals presume to deny 
friendly forces, neutrals, or the defending forces. 
It is rank hypocrisy when the UN hospitals accept 
only aggressor personnel, or accept them ahead of 
noncombatants or civilians. 


This Forms the Blueprint: If the PLO may get away 
with perversion, subversion and prostitution of the 


finest principles of the United Nations without a 
rebuke or sanction, then the friendly forces 
anywhere may do the same. What is sauce for the 
goose is sauce for the gander, and if the UN sells 
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herself to the PLO, the friendly forces may put in 
a bid for her professional services. Obviously, one 
cannot be prejudiced in such matters. 


To win over the UN units in the area of operations, 
or to neutralize a biased situation being enjoyed 
by the enemy, the friendly forces must construct 
files on the major UN personnel. Following the 
requirements for other file candidates will serve 
nicely. After the files have shaped up and an 
assessment may be made of the faults, flaws, 
strengths, and weaknesses, the individuals may be 
dealt with as suggested by their record--subverted, 
compromised or recruited. The file serves the 
apparat well as a "tool" for developing the 
cultivation. Once the subject is properly 
cultivated, he may be asked for favors. These may 
be escalated until he is firmly involved and cannot 
back down. Alternatively, proof of the favors may 
be collected and kept on hand for use as a Lever 
should he stick at anything. The key feature here 
is to behave ruthlessly and with promptness; the 
thing being fought for is freedom; one cannot 
hesitate, Lest it be lost. Cultivating, perverting 
or subverting the United Nations stands as rather a 
fearsome task at first glance, but since the UN 
sold herself to the PLO with such gay abandon she 
has no reputation to preserve, really. Prostitution 
of the finest principles of humanity and 
Civilization denies the United Nations the right to 
protest or pick and choose her paying customers. 
This must be understood. 


Specific Objectives: include the areas which may 
serve as propaganda producers, medical aid 
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providers, food and clothing suppliers, financial 
sources, intelligence outlets, refugee camp 
administrations, disarmament crews, communication 
centers, administrative cadres, and foreign press 
assistants. Photographic units, public works 
sections, machine shop or repair installations, 
water and electric power supply vehicles or 
dispatchers, ambulance crews, and others may be 
seen to in order to secure full cooperation and 
Support. Why settle for a little comfort if one can 
have more? These operations should be conducted 
against UN civilian employees (foreign or 
indigenous), or noncombat or nonmilitary sections. 
Operating or attempting to subvert military 
personnel will tend to be reported to the military 
counter-inteLligence unit if worked too heavily to 
allow the party to camouflage his support. 
Administration groups have less control, so may be 
exploited rather more heavily. Avoid operations 
against free world military units if at all 
possible, as a matter of courtesy. Avoid ar Pan 
French, West German and America UN personnel, in 
particular, if military or strictly neutral. 
Neutrality should be respected and observed as a 
character trait in UN personnel. Should the 
individual be playing "kKneesies" with the enemy, 
however, all restraints may be abandoned, for he is 
already soiled and cannot merit the Least amount of 
respect. 


In a nutshell, cultivating the attitude usually 
tendered toward women would suffice: In virginal 
(neutral), treat in the manner of a lady or the 
daughter of one's best friend; if easy (corrupted 
already or looking for a buyer) then treatment in 


a1 


the manner befitting one's need will suffice. If 
there is time, one may enjoy the chase and capture 
but if not, the blunt proposal of full intercourse 
will suffice. 


Because the United Nations has frequently sold 
itself to the PLO and other extremist groups, and 
is used freely by the enemy, one may treat the UN 
in the same manner as the Local tramp. Specific 
individuals may merit more respect, but only if 
they have earned the right to be respected. This is 
comparable to belonging to any other group. There 
were some Nazi SS men who were fine examples of the 
modern Teutonic Knights and perfect gentlemen and 
there were others who deserved treatment befitting 
that tendered to rabid dogs. Simply belonging to 
something which is infamous for its partisan, 
hypocritical actions does not make the specific 
individuals Liable to tarring with the same brush. 


General Notes: There is no such things as a "NATO 
Intelligence Service" although the KGB has used 
this mythical group as a vehicle. Expect to find 
secret police personnel in unlikely military units 
if there happen to be communist empire military 
personnel about. Suspect everyone from any 
diplomatic or assistance mission sent in by a 
totalitarian nation. The KGB has used "The United 
Nations Division of Counter Espionage" as a front, 
along with the "United Nations Center for Law 
Enforcement." Avoid these Like the plagues they 
are. 


Good Luck, good work, good success, good spirits, 
and good hunting. 
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